Cell Phone Investigations™

Almost every criminal investigation involves a cell phone. The evidence needed to
arrest and convict is contained on the device itself, the records of calls kept by the
cell phone company, and in the cell towers covering the crime scene. The course
covers the search and seizure basics specific to mobile devices, determining what
information is available from the cell phone companies and how to obtain it, how
to recover digital evidence and intelligence from the handset using free software
tools, and how to avoid legal landmines.
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Welcome!
Good morning and thank you for attending this POLICE TECHNICAL course.

My name is Thomas M. Manson, founder of POLICE TECHNICAL, the company which is presenting this technical training
course. Today you will be an attendee in a course which POLICE TECHNICAL and your instructor have been preparing for
many months, and, truthfully, have been preparing for many years.

PoLice TECHNICAL has worked for several months to make your class today a reality. Each year we receive training
requests from agencies across the country, and every successful class is the culmination of 4-6 months of coordination,
marketing, and logistics. A May or June class likely began with a training request from the previous year.

Your instructor has also worked for many years preparing to teach this class. In addition to several years of law
enforcement experience, many dedicated to the subject of your class; he or she has completed a lengthy process with
PoLICE TECHNICAL to become one of our instructors. This process involves a documented hiring process, a thorough
background investigation, a detailed instructor and materials development process, and a continuing program of
mentorship.

PoLICE TECHNICAL and our instructors work hard to provide superior quality training for law enforcement in computer
applications, online investigations, and forensics. | can tell you without hesitation, “Your course today will be one of the
best you have ever had in this subject, and your instructor is one of the best in the field of law enforcement”.

I know you'll find this class valuable, but if ever want to talk with me about your experience, or if you would like to talk
about bringing a POLICE TECHNICAL training course to your agency or department | would happily speak with you.

Enjoy your class, and thank you again for attending this POLICE TECHNICAL course.
Respectfully,

Thomas M. Manson
PoOLICE TECHNICAL
812-232-4200 | www.policetechnical.com | info@policetechnical.com

Our History

In 2004 PoLIcE TECHNICAL LLC was establish to further professionalize the law enforcement training process created by
Thomas M. Manson.

In 2007 PoLICE TECHNICAL was recognized as a Sole Source Provider by federal law enforcement agencies, offering a level
of training unavailable from any other source. POLICE TECHNICAL incorporated in 2009 to provide a suitable structure to
expand business operations.

In 2010, PoLICE TECHNICAL scheduled more than 50 national training courses.

In 2012, six new classes were developed and being taught by six additional instructors.
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Goals of the Course

Day One

e The legal foundation for proper search and seizure of phones and phone company records

e Writing effective search warrants, court orders, and subpoenas

e How to investigate a phone number from beginning to end, using free and open source tools

e Who to contact when cellular companies fail to produce the records in a timely

e How to obtain “blocked” caller identification phone numbers

e Dealing with suspects who use calling cards and what to do when your suspect “drops” their phone number
e International call records-what to do when your suspect calls overseas

e Disposable or “burner” phones-why they aren’t as bad as most people think and how to investigate them

Day Two

e How criminals use free and low cost tools to conceal evidence and remotely delete the contents of their phones
and how to prevent it from happening during your investigation

e Cell phone handsets: Obtaining physical evidence from the device, what types of digital evidence are available,
where to find and how to recover deleted information

e Dealing with locked phones. Security code bypass techniques and how to still recover evidence when they don’t
work

e  Where to find and how to use free and low cost tools when the expensive forensic devices don’t work,

e How to enhance low quality cell phone videos

e How to properly utilize ‘hidden’ EXIF data found in almost every cell phone photograph, and determining
location if the GPS was turned off.

e How to properly request and use cell tower data in your investigations to locate suspects, fugitives, and missing
persons.
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Legal Authority to Search Cell Phones

Search warrant

4™ Amendment waiver as a condition of release (probation/parole)
Consent

Parental consent

Plain view

Border searches

Schools

Prisons/correctional institutions

Abandoned property

Search incident to arrest
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Legal Citations
U.S. v. Robinson, the U.S. Supreme Court recognized the authority to search a person incident to arrest, including
seizing evidence unrelated to the arrest to prevent its destruction or concealment.

"[a] full search of the person, his effects, and the area within his immediate reach at the time of a lawful custodial
arrest may be conducted without regard to any exigency or the seriousness of the offense, and regardless of any

probability that the search will yield a weapon or evidence of the crime for which the person is arrested.”

U.S. v. Robinson, 414 U.S. 218 (1973).

United States v. Diaz-Lizaraza, 981 F.2d 1216, 1223 (11th Cir. 1993).
Agents reasonably activated defendant's pager to confirm its number.
United States v. Chan, 830 F. Supp. 531, 535-536 (N.D. Cal. 1993).

Warrantless search of pager memory comparable to a search of container contents; search was not so remote in
time to invalidate it as a search incident to arrest.

United States v. Reyes, 922 F. Supp. 818, 834 (S.D.N.Y. 1996).

Warrantless searches of the stored memory of two pagers justified (i) as incident to arrest and (ii) by general
consent.

U.S. v. Ortiz, 84 F.3d 977 (7th Cir. 1996).

In U.S. v. Ortiz, a pager was searched incident to arrest, and the telephone numbers were admissible because of its
“finite memory,” meaning incoming pages could potentially destroy existing telephone numbers with evidentiary
value.

United States v. Thomas, 114 F.3d 403, 404 n.2 (3d Cir. 1997).
Noting that the retrieval of a phone number from a pager found on defendant was a valid search incident to arrest.
United States v. Parada, 289 F. Supp. 2d 1291, 1304 (D. Kan. 2003).

Phone seized incident to valid arrest; exigent circumstances justified accessing cell phone's call records because
continuing incoming calls would overwrite memory and destroy evidence.

Overruled search of phone book
United States v. Morales-Ortiz, 376 F. Supp. 2d 1131 (D.N.M. 2004).

Otherwise unlawful search of cell phone's memory for names and numbers was justified under the inevitable
discovery doctrine.
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United States v. Finley, 477 F.3d 250, 259-260 (5th Cir. 2007).
The search of the stored text messages was permissible as incident to a valid arrest.
United States v. Deans, 549 F. Supp. 2d 1085, 1094 (D. Minn. 2008).

Agreeing with the Fifth Circuit that, "if a cell phone is lawfully seized, officers may also search any data electronically
stored in the device."

United States v. Dennis, 2007 WL 3400500, at *7 (E.D. Ky. Nov. 13, 2007).

Search of a cell phone incident to valid arrest no different from the search of any other type of evidence seized
incident to arrest.

United States v. Lottie, 2008 WL 150046, (N.D. Ind. Jan. 14, 2008).
Warrantless search of a cell phone justified by exigent circumstances.
United States v. Valdez, 2008 WL 360548, at *3 (E.D. Wis. Feb. 8, 2008).

Search of defendant's phone was contemporaneous with his arrest and the officer was reasonably concerned that if
he delayed, the information on the phone would be lost.

United States v. Wall, 2008 WL 5381412, at *3-4 (S.D. Fla. Dec. 22, 2008).

Declining to follow Finley; exigent circumstances might justify a warrantless search of a cell phone; but declining to
allow a search of arrestee's cell phone incident to arrest; likening information stored in cell phone to a sealed letter.

United States v. Park, 2007 WL 1521573, at *9 (N.D. Cal. May 23, 2007).

Based on "the quantity and quality of information that can be stored" a cell phone "should not be characterized as
an element of an individual's clothing or person [subject to search incident to arrest], but rather as a 'possession
within an arrestee's immediate control that has fourth amendment protection at the station house."

United States v. Quintana, 594 F. Supp. 2d 1291, 1299 (M.D. Fla. Jan 20, 2009).

Officers may be justified in searching the contents of a cell phone for evidence related to the crime of arrest, but
"[w]hether a cell phone may be searched incident to an arrest to prevent the destruction or concealment of
evidence of another crime is a different issue."

United States V. Murphy 552 F.3d 405 (4th Cir. January 15, 2009):

Murphy argues that a cell phone may be searched without a warrant can be determined only upon the officers

ascertaining the cell phone's storage capacity. A device with a small storage capacity may be searched without a
warrant due to the volatile nature of the information stored, but that a search of a cell phone with a larger storage

capacity would require a warrant to be issued.
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Exigent Circumstances

Largely unused as an authority to search
Allows for search of phone and obtaining records

There is an urgency to collect and retain data stored on a cellular phone because remote deleting is a reality
or the records sought are imperative

Several ‘prongs’ that need to be addressed:
Degree of urgency (amount of time necessary to obtain a warrant)

Ready destructibility of evidence (information the possessors of the evidence know police are investigating
them and/or know that efforts to dispose of evidence are characteristic behavior)

Knowledge of volatility of evidence
Gravity of offense
Strength or weakness of the facts establishing PC

Proof by testimony (prior knowledge based on training and experience)
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Sample Report Language

| searched suspect’s phone incident to arrest in order to preserve evidence that may be located within. | know from my
training and experience that cell phone call logs, text messages, phone contacts, photographs, and other information
stored on such devices can be lost, altered, or destroyed through several means. | am aware of a process called
“flooding” in which a friend or accomplice of the arrestee may call and/or text the phone numerous times after he or
she is arrested in order to purge the old call logs and text messages, thereby destroying possible incriminating evidence
or evidence of conspiracy. | also know there are cell phone companies, third party software programs, and cell phone
models on the market which offer the service of and have the ability to remotely delete information stored on the
phone. In these cases the suspect and/or an accomplice can access the phone remotely and permanently delete cell
phone call logs, text messages, phone contacts, photographs, and other information stored on the phone. This can
include information stored on external storage media inserted into the phone.

| know from my training and experience that there are thousands of cell phone models currently in use in the world,
with an average of four new models released each month. It would be impossible for me to know by simply looking at
the cell phone whether or not this model had remote delete capability. There is no way to tell from looking at the
exterior of the phone and be able to determine what sort of security or remote delete software is installed on the
phone. | would not be able to tell by looking at a phone and be able to determine whether the cellular service provider
offers a remote deleting service and whether the suspect subscribed to such a service.

Also, | lacked the appropriate equipment and expertise necessary to preserve to phone for subsequent forensic
examination. | am aware there are methods of preventing a cellular phone from communicating with the cellular service
provider which would inhibit the ability of co-conspirators or prohibit the activation of remote deletion features. These
methods include field expedient means such as wrapping the phone in metal foil or securing in a metal container. |
know from prior training and experience such methods are inherently unreliable and their effectiveness can depend on
several factors including the amount of charge retained in the battery, the type of cellular device, and the proximity of
the device to a cell tower. | know there are commercial products available for laboratory forensic use which are either
too cumbersome or too expensive to be used in the field. Additionally, the effectiveness of the listed shielding materials
have not been evaluated in the laboratory setting and there is no documentation to establish their reliability. 1am
aware of cellular signal disruption devices, also known as cell phone ‘jammers’ which are available commercially. | am
aware the use of those devices is prohibited by the Federal Communications Commission and that there is no exception
to their regulations for state or local law enforcement officers.

For the reasons stated above, | searched suspect’s cell phone incident to arrest in order to preserve any possible
evidence from being intentionally deleted or otherwise deleted or destroyed.
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Title 18 USC § 2703(b)-(d)

Generally the authority for obtaining cell phone records under federal law is Title 18 USC § 2703(b)-(d)
Codifies the principals outlines by the US Supreme Court in Smith v. Maryland

Created as a component of the Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept
and Obstruct Terrorism Act of 2001

(d) Requirements for court order.--A court order for disclosure under subsection (b) or (c) may be issued by any
court that is a court of competent jurisdiction described in section 3127(2)(A) and shall issue only if the
governmental entity offers specific and articulable facts showing that there are reasonable grounds to believe that
the contents of a wire or electronic communication, or the records or other information sought, are relevant and

material to an ongoing criminal investigation.

Relevant- bearing upon or connected with the matter in hand; pertinent.

Material- a group of ideas, facts, data, etc., that may provide the basis for or be incorporated into some integrated work.
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Searching for Phone Numbers

Instead of just checking a phone number in Google, try these other resources.

Pipl

Pipl is a free internet search engine that not only automatically checks Google, but also searches what is known as the

‘deep web’.

Pipl initially was limited to a search for name and phone number but has expanded to include email

addresses, user names, and business names. | have found the results to be surprisingly good.

pipl

The most comprehensive phone lockup on the web

Phone Humber

Metasearch Engines

Another method is to use a metasearch engine. A metasearch engine is simply a web service which queries multiple

search engines at the same time and consolidates the results on one page.

Using these free services it is possible to

search Google, Yahoo, Bing, Ask.com, and About.com all at the same time. Dogpile.com, mama.com, and

metacrawler.com are all good metasearch engines.

digpile R,

UZ images || Video || News || YellowPages | White Pages

Go Fetchl

Google Yasico! g 4 Advanced Search  Preferences

Quick Starts

Add Doagpile To Your Browser
Download Taolbar

Add Doapile To Your Site
SearchSpy

Bookmark and Share
Horoscope

Favorite Fetches
Nissan G35 Recall
National Star Wars Day

Cinco de Mavo
Phillies Fan Zapped
Elowers

Prom Dresses

Celebrate Spring!!
Find out what you need for the perfect picnic.

infospace @ socutinfompace - Anout Dogaiie -

Community - P

© 2010 InfoSpace, Inc Al Ri

- Privacy Poligy -

Terms of Use -
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Commercial Database Services and Companies

Most law enforcement agencies have access to a commercial database service such as Accurint or CP CLEAR. These
companies aggregate data from a wide variety of commercial and government sources to form as complete a picture as
possible of an individual or business. Where exactly do these companies obtain their information? They won’t tell you.
Some company representatives, usually salespeople, will allude to having exclusive access to various super secret
squirrel data sets. In reality, most of the information comes from three primary sources:

Public/open source government records and databases such as court filings relating to bankruptcies and
judgments, real estate assessor records, and, in some states, driver license and criminal records

Publicly available information such as data from social networking sites, blogs, and forums

Non-public information from commercial sources such as financial institutions and utilities. This information
can also include so-called credit header information consisting of dates of birth, social security numbers, and
addresses. Credit header information is data obtained from credit reporting agencies but which does not
include the corresponding financial information.

While these databases are good, no single database aggregator is going to be able to acquire data from every source.
These databases also have another inherent issue which can be a double edged sword. As a commercial database
aggregator compiles data from their sources, the compile them and can automatically create a relationship between
entities, addresses, and people. For example, a cellular phone subscriber cancels his service with a particular provider in
order to change to another service. The subscriber’s phone number is eventually recycled and issued to another
customer, in this case a female. During that time the first customer’s financial institutions continued to report the
phone number to the credit reporting agencies, as he had yet to change his phone number with them. Some
commercial databases would now associate both subscribers with the same phone number and could even infer there
was a relationship between the two when, in fact, they have never met. This is particularly true with several of the
prepaid cellular service providers who can recycle their phone numbers in as little as four to six weeks.

Commercial databases can be a tremendous advantage during criminal investigations, but they are not without their
drawbacks. They should not be viewed a definitive, nor should they ever be the sole source of information.

LP Police

Most law enforcement executives are familiar with the bigger names in the commercial database industry. However,
there are other smaller companies which do just as good a job as the larger companies or who have specialized data sets
which the larger companies lack. An often overlooked database aggregator is LP Police. Their cellular telephone
number database is very good for certain providers and it is relatively inexpensive compared to some of the other
companies. However, | have found some of their other data sources to be very dated when compared to identical
results from other databases such as Choicepoint or Lexis Nexis.
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iTACT

Another excellent database is iTACT provided by Targusinfo. This company has a very comprehensive dataset from a
variety of sources, including at least some financial services companies, including some major banks. Targus allows for
batch importing of target numbers and batch downloading of the results which is very helpful when dealing with a large
number of inquiries. Furthermore, the service automatically provides information regarding the provider and whether
the phone number has been ported to another provider (more on both of these topics later). Unfortunately, the service
is more expensive than many of the other providers and reportedly they will only allow Federal law enforcement
subscribers. The good news is the service is subscribed to by most High Intensity Drug Trafficking Areas (HIDTAs) who
can perform the checks at your request for free.

A Free Alternative

Among the many commercial database services arrives a newcomer; TLO XP. What makes TLO XP different? The service
provides the same results, or very similar results, as the other major database services. What sets the company apart is
that it provides their services free to law enforcement...forever. What’s the catch? | haven’t found one yet. The search
results are comparable to any of the other paid services and they have developed some advanced features which are
not found with the other companies’ products. | was able to run approximately 200 side-by-side searches with TLO XP
and another major commercial database. The results were almost identical. In 12 cases TLO XP had better, more
current information than the other service. Intwo instances the other database had better results than TLO XP. The
cost savings for most law enforcement agencies can be significant and it is possible to equip every officer in a
department with access instead of just a few key individuals. TLO XP can be reached at 888-493-2209 or
CustomerSupport@TLO.com

Determining the Provider

Many officers use open source or commercial databases to determine the provider (fonefinder.net, ChoicePoint,
Accurint) Fonefinder.net is often wrong.

These services typically will only tell you the provider at the time you query the record.
They will not necessarily tell you if the number was ported to another provider or who the provider was six months ago.

Failing to properly identify the provider will mean unnecessary delays of up to several weeks and repeat visits to the
judge to get your orders signed.
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NPAC-Number Portability Administration Center

@ | owef oFaesr oTOooi o
NPAC Home | Owverviews | Glossary | Site Map | Feedback | Contact Us
Number Portability Administration Center
M LMP NP C

LMP2, Wireless MPALC Codes L Related Secure
Customers | Documents | Regions |Working Group | Mumber Portability | Releaze Dezcriptions | Opened In MPAC | Enforcement/311 | Mumbering Links | Site
Law Enfor-:_:emept-"911 Pin Haost: wiww.npac.com
Registration IF: 209.173.53.167
Lacation: Skerling, Wa, S

Law Enforcement/211

This website iz for Law Enfarcement Agencies (LEA'S) and 911 Public Safety Answering Points
(FEAP's) to register for access to the MeuStar WR. The VR is an automated phone systemn that
allows gueries for telephone numbers to determine if the number is ported and which Service
Frovider currently holds the number,

Copyright & 1333 - 2007 MNeuStar, Inc. Al rights reserved. Information in this document is subject to change without notice.
Cther products and companies referred to herein are trademar ks or registered trademarks of their respective companies or

N EU STAR‘ mark holders.

f wiou hawe any issues wiewding the |stest content on our website, please view these instructions on refreshing wour broveser.
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Statistics show that the first three
hours after an abduction are the most
critical in recovery efforts.

By signing up for Wireless AMBER
Alerts you could play an integral role
in the recovery of an abducted child.
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SIGN UP FOR FREE WIRELESS AMBER ALERTS ™
ENTER YOUR 10 DIGIT WIRELESS PHONE NUMBER

EXAMPLE: 212-555-1212[  gumIT  [B 3

Your phone number will only be used to deliver Wireless Amber
Alerts. It will not be sold to any third party or used for any other
purpose. Please see our Privacy Policy for more details.

N S —
MISSING & CT1A [The Wireless Foundation
EXPLOITED

REN

CHIL
W W missingkids.com

AMBER

ALER

THE CAMPAIGN = FREQUENTLY ASKED QUESTIONS
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Hash Function/Verification of Files

A cryptographic hash function is an algorithm which, when applied to a block of data such as a file, will return a fixed-
length string consisting of numbers and/or letters. This fixed length string of numbers and/or letters will reflect a
change in the underlying data if there is any change to the file or the information contained in the file.

There are a number of different hash algorithms and several are commonly used by popular forensic tools and
applications. For example, Cellebrite’s Universal Forensic Extraction Device (UFED) generates two hash algorithms for
data extracted from using the device.

Examination Report Page 29 of 33

File Source: Phone
File Size: 104251 Bytes
[File Date/Time: 08/25/11

11:40:12

MD5: i ——
13477242DFAQOE34D35B492 Pixel Resolution: 573x768

2C7B01249828

SHA256: D652C4B6 7D92ARB | —=il e —
IA046F8D 15CABB6 1BC7F95
D3C9A3E 0C232F9 E98530E
PBE2B45

File Name: Photo0243 jpg

File Path: /Photos [}Y
File Source: Phone

File Size: 445670 Bytes
File Date/Time: 08/25/11

Resolution: 72x72 (unit: inch)
Pixel Resolution: 1280x960

14 3141)1:355-:54 Camera Make: SAMSUNG
. s B 15,
EA47979535845ACFASDB Ei?ﬂiﬂ?‘i%‘i 15_;357'5{—59
6E504053ACDB /Time: 2011:08:2

SHA256: C52E2482 2288137 113533

F890C4F 0OFBBC68 16COCE2
680ECG6F FFF3271 E30E901
7170ABS

MDS5 and SHA256 are commonly used cryptographic hash functions to insure evidence integrity. There are multiple
online and downloadable programs to verify the hash of evidence obtained using forensic tools, as well as, data received
from electronic means such as court order/search warrant responses.
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Securing Search Warrant/Court Order Returns Sent Via E-Mail

Upon receipt of a court order or search warrant return from a cellular service provider an investigator should
immediately take steps to preserve the integrity of the evidence. The following example is shown using Microsoft
Outlook 2007.

Before opening the email message or any of the attachments, highlight the email message and click the File located in
the upper left corner of the screen. Select Save As and choose the option Outlook Message Format.

File: name: cell phone info -

Save asbypet | [

e essane Formak

Outlook Message Format - Unicode
HTML
MHT files

Selecting this option saves the message, the files, as well as the header information which documents the internet
protocol address(es) of the sender and the route the message took to get to your department’s server. The IP
information can be found by selecting the small drop down arrow in the Options box.

o =
= Message L]
- ) Find &)
1 [~ Bm- /K ey j_l % safelists~ | ?‘ & B A
— — —4 7 [ & = 2 Related - ?-'
Reply Reply Forward R, call - Delete Move to Create Other Block lot Jun Categorize Follow Mark a Send to
to All Folde Rule Actions~ || Sender s Up~ Unread b Select~ Onehote
Respond Actions Junk E-mail F} Options (Fi Find OneMote

From there select Message Options and you will be able to view the IP and routing information which can help verify the
integrity of the message.

Choose a location to save the file to, preferably in a folder with the case number or other identifiers.

The next step is to verify the hash of the email message. There are a number of free online services which will calculate
the hash value of documents but many law enforcement officers and their agencies are leery of allowing an anonymous
third party web application access to their data. You may choose to use one of these services or to download and install
an application to calculate the hash value. [NOTE: Some of these programs are designed to be run from the command
line prompt. If you are not familiar with command line, make sure the program you select has a graphic user interface
(GUI) and is designed to run on your department’s operating systems (Windows).]

This example illustrates the use of a program called Quick Hash available for free from Source Forge. Open the program
and note the default hash algorithm is set at SHA-1 (Secure Hash Algorithm-1). You can choose from several different
options in this program but for illustration | selected a more comprehensive algorithm, SHA-256
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B Quick Hash v1.5.4 by Ted Smith. The easy and convenient way to hash data in both Linux and Windows!

File About
Choose Hash Algorithm? Copy and Hash Files (from Src to Dest)
OMps ®5HA-1 h QO sHa-512
(Default)
Text Hashing
Enter text to hash.... Go! [ 2ust LIST sub-directories

I£[>

[ qust LIST sub-directories and files

[Eencatehiachh Source File and Path Source Hash

‘ Hash Value...

File Hashing (and disk hashing, if run in Linux)

Select File

QuickHash MUST be run as as root\sudo to hash disks in Linux!
Disk hashing is net pessible with the Windows version.

‘ File being hashed... |

| Hash Value... ‘

|~

Recursive Directary Hashing

[]save to €5V Log File, too? []save to HTML log file, toa?
[ Select Directory ] [ Stop Scan I Copy to Clipboard
| Dir selected :

‘ File Mame Hash value

Navigate to your save Outlook file using the Select File function.

File Hashing (and disk hashing, if run in Linux)

I Select File ] _

| File being hashed. .. |

The software will automatically calculate the hash value using the algorithm selected. From here you can Copy and
Paste the hash value into a report or other document for preservation.

File Hashing (and disk hashing, if run in Linu)
[ Salact File l Complete. Started at : 14:46:39
Time taken : 0:00:00

|C:‘I.Dcmments and Settings | -J

| 9DB12F747E36CED 200175 FEE4566F FES SAEC3 1438 40E4BASE S 2E /B 57 59529ACE |

Cell Phone Investigations™ by Aaron Edens| © Police Technical 2012 Page 19



Quick Hash also has a function which allows you to calculate the hash value of files whenever you move them or transfer
them to another storage medium. While doing so the program automatically calculates the hash value of all of the files
contained in the folder and then creates a .csv (Comma Separated Value) file which is readable using Excel.

If you already opened the email, it’s not too late. Just don’t open the files. Within Outlook press the Windows button in
the upper left corner of the message box. Select Save As

—_— =] P L cell phone info - Message (HTML
@, )

3 Save in another format
1] New Mail essage e N another forma
—] Saveas
Save a copy of the item to your computer in
Save one of several formats.
I, Save Attachments

=l save one or more of the files attached to
this message to your computer.

ET

M »
] Move ‘
|
e

Pegmission »

=] Editor Options
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Call Detail Records

There are two types of information that can be obtained from electronic communications services: records and content.
“Content” is the actual communication, typically the words spoken by the parties to a telephone conversation or the
message contained in an e-mail. “Records,” on the other hand, consist of raw data pertaining to a communication.

“Content” 18 USC § 2510(8) ; Jessup-Morgan v. AOL (1998) 20 F. Supp.2d 1105, 1108

“Records” Smith v. Maryland (1979) 442 US 735, 741

Depending on the provider, subscriber information can contain:

Name

Address

Identifying information such as SSN, CDL

Billing Address

Other Contact Numbers (known in the industry as ‘can be reached’ numbers)
Other phone numbers on the same account

Email Addresses

Make, model, and serial numbers of the phone

Customer service rep comments and notes

Method and source of payment information
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Preservation Letters

It is critically important that if you believe text message content may be important to your case that you submit a
preservation letter to the provider as soon as possible.

In fact, if you are a criminal investigator (homicide, rape, etc.) you should be submitting preservation letters on everyone
as soon as you ID a phone number.

18 USC 2703(f)

* (f) Requirement To Preserve Evidence.— (1) In general.— A provider of wire or electronic communication
services or a remote computing service, upon the request of a governmental entity, shall take all necessary steps
to preserve records and other evidence in its possession pending the issuance of a court order or other process.

* (2) Period of retention.— Records referred to in paragraph (1) shall be retained for a period of 90 days, which
shall be extended for an additional 90-day period upon a renewed request by the governmental entity.
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Preservation Letter Example
AT&T Wireless

VIA FAX to (888) 938-4715

Re: 18 USC 2703(f) Preservation Request — AT&T Wireless Number 510-207-9999,
510-207-9999 and 510-276-9999.

Dear Madam/Sir:

I am writing to make a formal request for the preservation of records and other evidence pursuant to 18
U.S.C. § 2703(f) pending further legal process regarding AT&T Wireless Number 510-207-9999 and 510-276-
9999.

You are hereby requested to preserve, for a period of 90 days, the records described below currently in your
possession, including records stored on backup media, in a form that includes the complete record. You also
are requested not to disclose the existence of this request to the subscriber or any other person, other than as
necessary to comply with this request. If compliance with this request may result in a permanent or
temporary termination of service to the accounts described below, or otherwise alert the subscriber or user of
these accounts as to your actions to preserve the referenced files and records, please contact me before
taking such actions.

This preservation request applies to the following records and evidence:

All Call Detail Records of user activity for user account AT&T Wireless 510-207-9999, 510-207-9999 and 510-
276-9999 including but not limited to all numbers associated with the account, all customer service notes,
number changes prior to and any after this number was activated.

Subscriber information including:

1. Mailing addresses, residential addresses, business addresses, e-mail addresses and any other address
information.

2. Telephone numbers or other subscriber number or identifier number.
3. Account comments, notes, and any number changes associated with past and present.
4. Credit information obtained or used by the company to grant account status.

5. Billing records.
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Outbound and inbound call detail from Date of creation to present, including duration of communication

Call origination / termination location from creation of the account associated with AT&T Wireless 510-207-9999, 510-
207-9999 and 510-276-9999 to present.

All of the above records whether possessed by cellular service provider AT&T or any other cellular service
provider providing cellular service for 510-207-9999, 510-207 9999 and 510-276-9999.

All stored communications or files, including voice mail, text messages (including numbers text to and received
from and any related content), email, digital images, buddy lists, video calling, data connections (to include
ISPs, Bookmarks, Websites accessed) and any other files including all cell-site and sector information
associated with each record and associated with user accounts identified as: mobile numbers 510-207-9999,
510-207-9999 and 510-276-9999, or e-mail account thugsuspect@yahoo.com.

All connection logs and records of user activity for each such account including:
1. Connection dates and times.
2. Disconnect dates and times.

3. Method of connection (e.g., telnet, ftp, http)

4, Data transfer volume.

5. User name associated with the connections.

6. Telephone caller identification records.

7. Any other connection information, such as the Internet Protocol address of the source of the
connection.

8. Connection information for the other computer to which the user of the above referenced accounts
connected, by any means, during the connection period, including the destination IP address, connection time
and date, disconnect time and date, method of connection to the destination computer, and all other
information related to the connection from cellular service provider.

9. Any other records or accounts, additional numbers on the account or associated with the BAN (Billing
Account Number), including archived records related or associated to the above referenced names, user
names, social security number(s), federal I.D. number(s) or accounts and any data field name definitions that
describe these records.
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Paying for Call Detail Records

18 USC 2706(a) says the provider shall be paid a fee for reimbursement “for such costs as are reasonably
necessary...”

If a provider requests $50 per phone number for subscriber information and call detail records, ask them for
an accounting of the time. As the results are typically sent via e-mail there are no reproduction costs. The
bulk of their expense is personnel expenditure. Many subpoena compliance personnel are paid between $10-
20 per hour. Did it really take two to five hours to fulfill your search warrant or court order?

18 USC 2706(b) states the amount of the fee will be mutually agreed upon.

Many boiler plate search warrants include language stipulating the provider will be paid or reimbursed for
expenses. Take that language out of there and stop agreeing in advance to pay.

18 USC 2706(c) states (b) shall not apply to information about toll records and telephone listings.

Many providers will try and tell you the records they are providing are not toll records and telephone listings.
Ask them what they are providing then because the information is the same.
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Pivot Tables for Call Detail Record Analysis

Pivot tables are a powerful function built into Microsoft Excel which can be used to translate call detail records (CDRs)

into something useable.

Remember: NEVER WORK WITH YOUR ORIGINAL DATA! You should only use a copy of the files and not the originals

you received from the cellular service provider.

(Og) 9~ ER=NR A

2 Home | Insert Page Layout Formulas Data Review  View Add-Ins ASAP Utilities Nitro Pro 7 Nuance OCR Nuance PDF

& oot Arial -l - A= B = Wrap Text General - 7 | Normal Bad T —_‘ £ Autos

& 53 Copy — = € " :rg :afd - || & = ﬂJ 3] Fill -
F‘ﬂjte F Format Painter B I U [ A (=3 Merge & Center = ||| § ~ % o (%8 %) FC::::\daI:l‘l::'\?" a:#;nbwlael_ Good Neutral [m_ert De\vele F-:lr_mat & ]

Clipboard & Font = Alignment & Mumber & Styles Cells
[ F13 - fe | 3225107208760
A B C D E F G H | J K L i 9] 1= Q

1
2 7308760(10/29/2011]19:4 0:16 Qutgoing Call 7319368]5107319368 07319363 Answiered None San Francisco2 3 183 3 183
3 | 5107308760(10/29/2011(23:20:36 [0:59 Qutgoing Call 9275717[9109275717 (5109275717 [Answered MNone San Francisco2 1 M 1 94
4 |5107308760(10/29/2011]23:21:41]0:23 Qutgoing Call 9275717[9109275717 15109275717 [Answered MNone San Francisco2 1 94 1 94
5 | 5107308760(10/29/2011(23:31:11[1:30 Outgoing Call 927571715109275717 [5109275717 [Answered None San Francisco2 1 94 1 94
6 |5107308760|10/29/2011]23:32:490-37 Qutgoing Call 9275717]5109275717  [5109275717 Answiered None San Francisco2 1 94 1 94
7 | 5107308760(10/29/2011(23:33:32 [0:36 Qutgoing Call 9275717[5109275717 15109275717 [Answered MNone San Francisco2 1 94 1 94
8 | 5107308760)10/29/2011|23:36:23 [0-56 Incoming Call 5107308760 5109275717 [Answered Mane 5109275717| San Francisco2 1 94 1 94
9 |5107308760|10/30/2011]00:43:18|0-02 Incoming Call 5107308760 5109275717 |Mot Answered |MNone 5109275717| San Francisco2 3 94 3 94
10 | 5107308760|10/30/2011|11:5546 {018 Incoming Call| 5107308760 4085616930|Mot Answered |MNone 4085616930| San Francisco? 1 94 1 94
11| 510730876010/30/201111:56:43 10:28 Qutgoing Call 4085616930[4085616930 (4085616930 Mot Answered [None San Francisco2 1 94 1 94
12 | 510730876010/30/2011)13:18:100:24 Qutgoing Call 4087269200[4087269200 [4087269200 Mot Answered [None San Francisco2 1 94 1 94
13 [5107308760]10/30/201113-20-54 |0:08 Incoming Call] 3 22511E+12] 5107308760 5104858523 |Not Answered |Call FWD - No Reply [ 5104858523| San Francisco2 1 9 1 94
14 | 5107308760)10/30/2011)13:23-50 |0-05 Incoming Ca\ll 3 22511E+12| 5107308760 5104858523 |Mot Answered |Call FWD - No Reply 5104858523| San Francisco2 1 9 1 94
15 | 5107308760]10/30/201113:25:23 |0:05 Incoming Call]  3.22511E+12] 5107308760 5104858523 |Nat Answered |Call FWD - No Reply [ 5104858523) San Francisco2 1 9 1 94
16 | 5107308760]10/30/201113:27:56 |0:06 Incoming Call] ~ 3.22511E+12] 5107308760 5104858523 |Nat Answered |Call FWD - No Reply [ 5104858523) San FranciscoZ 1 94 1 94
17 | 5107308760|10/30/2011|13:32:25 (0:34 Qutgoing Call 5104858523[5104856523  [5104858523 Answiered None San Francisco2 1 94 1 94
18 | 5107308760|10/30/2011|16:54-27 |0-08 Incoming Ca\ll 322511E+12| 5107308760 5104858523 |Mot Answered |Call FWD - MNo Reply 5104858523| San Francisco2 3 182 3 182
19 | 5107308760]10/30/2011 |17:03:47 |0:07 Incoming Call] ~ 3.22511E+12| 5107308760 5104858523 |Nat Answered |Call FWD - No Reply [ 5104858523) San Francisco2 3 182 3 182
20 | 5107308760|10/30/2011 [17:17:26 [0-10 Qutgoing Call 51048568523[5104858523 5104858523 |Answered None San Francisco2 3 182 3 182
21| 5107308760|10/30/2011 [17-27-48 [0-03 Incoming Call] 3 22511E+12] 5107308760 5107319368 |Not Answered |Call FWD - No Reply [ 5107319368| San Francisco2 3 182 3 182
22 | 5107308760|10/30/2011 [18:37-41]0:05 Incoming Ca\ll 322511E+12| 5107308760 5104858523 |Mot Answered |Call FWD - No Reply 5104858523| San Francisco2 2 53 2 53
23 | 5107308760|10/30/2011 [21:17:27 [0:06 Incoming Calll  3.22611E+12] 5107308760 51058863731|Nat Answered |Call FWD - Mo Reply | 5105863731 San Francisco2|’ 3 204 3l 204
24 | 5107308760(10/30/2011 [21:29:12|2:35 Qutgoing Call 5105863731[5105863731  [5105863731 [Answered None San Francisco2 3 204 3 204
25 5107308760(10/30/2011[22:45.41|1:55 Incoming Call 5107308760 5105863731 Answered None 5105863731| San Francisco2 3 204 3 204
26 | 5107308760|10/30/2011 [23:27-54 |0-04 Incoming Ca\ll 322511E+12| 5107308760 5107319368 |Mot Answered |Call FWD - No Reply 5107319368) San Francisco2 3 217 4 459
27 | 5107308760(10/31/2011 [00:00:54 |0:22 Qutgoing Call 5107319368][5107319368  [5107319368 [Answered MNone San Francisco2 3 53 3 53
23 | 5107308760(10/31/2011 [00:01:23|0:54 Outgoing Call 5107319368[5107319368  [5107319365 [Answered None San Francisco2 3 53 3 53
29 5107308760(10/31/2011[00-02:280:25 Incoming Call 5107308760 5107319365 |Answered None 5107319365| San Francisco2 2 179 2 179
30 | 510730876010/31/2011]00:03:03 |2:31 Incoming Call 5107308760 5107319368 [Answered Iane 5107319368 San Francisco2 3 53 3 53
31| 5107308760/10/31/2011{00:11:03 [0:04 Incoming Call]  3.22511E+12] 5107308760 5107319368|Not Answered |Call FWD - No Reply [ 5107319368) San Francisco2 2[ 179 2[ 179
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Step 1-Clean Your Data

In order for a pivot table to work effectively the call detail record data must be standardized. Some cellular service
providers include routing codes, extra digits, and additional information in the same text box as the phone number.
These extra digits will need to be cleaned from the data. You may also see additional data in the Dialed Number column
which does not reflect an actual phone call such as the case when someone only enters a partial or incomplete phone
number before pressing the send button. As those are not actual calls, but merely records of incomplete calls | delete
those records. Depending on the provider you may also see extra routing numbers or extra digits, such as *67 when
someone blocks their phone number from appearing on caller ID. There are a number of methods for removing those
leading digits including the Find and Select function from the Home tab of Excel. However, after much trial and error |

have become a faithful user of a free suite of tools called ASAP Utilities. These tools make it very easy to format all of
your data quickly.

You may also note that Excel interprets some or all of your data contained in call detail records as text and not as
numbers. When Excel detects numbers stored as text is places a small green triangle in the upper left of the cell.

You could click on the green triangle and manually change each cell of text into a number but that would take forever.

Mumber 5tored as Text

Convert to Mumber f

Help on this error

Ignore Errar

Error Checking Cptions...

To quickly convert all text to numbers highlight the entire column by clicking the cell with a letter in it at the top of the
column. Right click and select Format Cells.
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91073

——————

921092
51092

——————

91092

i o [T

b

Insert
Delete

Clear Contents

@ Format Cells...

Column Width...

51092 =

51092 e

Select Number. By default you will see the number 2 in the box marked Decimal Places. Change that to 0.

Format Cells

Mumber |.-5.Iignment || Font || Border || Fill || Protection
Category:
General Sample
Cther Mumber
Currency
Accounting - ,
Dale Decimal places: h
Time [[]Use 1000 Separator {,)
Percentage
Fraction Megative numbers:
soentfic
Text 1234
Special (1239)
Custom (1234)

Mumber is used for general display of numbers. Currency and Accounting offer
specialized formatting for monetary value.

oK l [ Cancel
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Step 2-Insert New Columns

If you call detail records do not have a separate column for the target phone number you will need to create one. The
easiest way is to right click you mouse button on the column header A and select Insert. This will automatically insert a
column and shift the data over. In the A1l cell type something to help you remember what this data is such as Target
Number. This will be important later as there will be multiple columns to choose from and you want to make sure you
select the proper one.

d | Cut
3 Copy
el
Insert
Delete
Clear Cantents
& Format Cells...
Lolumn Width..,
Hide
Unhide

51073087350
5107308750
9107308730

[

Insert the target number and then fill the entire column with your target telephone number. The easiest way to do this
is to copy the phone number three times into the first three cells. Then highlight all three cells by left clicking you
mouse button and dragging it downwards until all three cell are highlighted. If you hover your mouse cursor over the
lower right corner of the last cell what looks like a small plus sign + will appear. Left click the plus sign + and Excel will
automatically populate all of the cells below it with the target number.

You are also going to need to insert another column for your Other Numbers. This data already exists in the call detail
records but some providers display this information in multiple different columns. Right click you mouse button and
select Insert again to place a new blank column in your data and label it with something you will remember such as
Other Number. The other phone numbers need to be consolidated in one column. Depending on the provider, you may
have to sort your data by the Direction of the call or the Caller ID column to obtain this information. Copy the data from
those rows into your new column so that all of the other phone numbers are in one place.
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Step 3-Finding the Pivot Table

The Pivot Table function is located in two places in Excel. The first in the Insert tab located at the top of the Excel
workbook.

O 0Hd9 ¢ ZEE )+
b
Home Insert Page Layout Farmu

1] St (P 12

PivotTable Table Picture Clip Shapes Smartart

- Art -

Tables Illustrations

You may also wish to add the Pivot Table to the Quick Access Toolbar located at the upper left corner of the Excel
workbook. In order to add the Pivot Table to the toolbar, select the drop down error to the right of the toolbar. You will
need to select More Commands to locate the Pivot Table function.

-'JES:J.\", = R iE = 1A h
-

Home Insert Page L Customize Quick Access Toolbar
= v || Hew
3 db Cut Arial OE'{
. 53 Copy pen
a-s : -# Format Painter [BRSESY (V]| save
Clipboard P E-mail
| 13 - [ Quick Print
I A B s C Print Preview
| _Terget | Date | Tim
2 | 5107308760(10/28/2011 (1945 v | Unda
3 [5107306760[10/29/2011 (23201 /| Rego
4 | 5107308760(10/29/2011123:21 .
5 [5107306760[10/29/2011 |23.31 SEEAEEEITND
6 | 5107308760(10/29/2011|23:32 Sort Descending
7 510?308“% — Maore Commands...
8 | 5107308760({10/29/2011[23:36 i
9 [5107306760[10/30/2011 [00-43 S R Te LR
10 | 51073087600110/30/2011(11:55 Minimize the Ribbon
11 5107308760)10/30/2011 | 11:56: 43078 [Outgaing Call Z
12 [5107308760[10/30/2011[13:18:10 [0-24 [ Outgoing Calll” 4

Next select All Commands and scroll down until you see the Pivot Table Wizard. Select the Add button to include the
Pivot Table Wizard in the toolbar.
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@ Customize the Quick Access Toolbar,

Choose commands from: G

Popular Commands A

Popular Commands i
Commands Mot in the Ribbon

Macros

Hame Tab
Insert Tab

Page Layout Tab
Farmulas Tak
Data Tab

When you are done you should see this icon in your Quick Launch Toolbar.

H 9 - ”_;]t—l
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Step 4-Using the Pivot Table Wizard

Select Pivot Table from either the Insert Tab or the newly created icon the Quick Launch Toolbar. This will start the
program and automatically bring up this screen:

PivotTable and PivotChart Wizard - Step 1 of 3

Where is the data that you want to analyze?
(#)Microsoft Office Excel list or database!
() External data source
() Multiple consclidation ranges

What kind of report do you want to create?
{(*) PivoiTable
() PivotChart report (with PivatTable repart)

We are not going to do anything fancy from this screen so select Next. You could select Finish from this screen but there
are some different options in the following steps.
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The Step 2 screen tells the Pivot Table Wizard where the data is going to come from.

PivotTable and PivotChart Wizard - Step 2 of 3 E|[5__<|

Where is the data that you want to use?

Range: | NN [ Browse. .. ]
[ Cancel ] [ < Back ] | mext> | [ Finish ]

Before selecting next make sure all of the data in your sheet is selected. The data in the sheet should be surrounded by
a moving row of dashes sometimes referred to as ‘marching ants’.

941

941

941

g4

94!

94

Elnﬂh

941
g4
944
941
541

152}

e

Iwla|lalala|la|l |l w| ol =] =] =

All of the data inside the highlighted area and surrounded by the marching ants is going to be imported into the Pivot
Table. If for some reason all of the data is not selected, or if the entire work sheet is highlighted including columns and
rows with no data in it, select cancel and click on any cell containing data on the sheet and re-run the Pivot Table
Wizard.

To complete the setup of the Pivot Table select the finish button from the Step 3 screen. By default this will create the
Pivot Table in a new worksheet which will be added in front of your existing worksheets.

PivotTable and PivotChart Wizard - Step 3 of 3

Where do you want to put the PivotTable report?
(%) Mew worksheet
() Existing worksheet

| 2.7

Click Finish to create your PivatTable repaort.

[ Cancel ][ < Back
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Step 5-Using the Pivot Table

Once the Pivot Table process has been completed you should be presented with the following in a new sheet added to

your Excel workbook:

{@ H9-v-@EI0 CDT645195 471755 5107308750 [Compatibility Made] - Microsoft Excel PivotTable Tools - x
a =
- Home  Inset  Pagelayout  Formulas View  Adddns  ASAPUtiities  NiroPra7  NuanceOCR  NuancePDF | Options | Design @ - = x
PivotTable Hame: || Active Field: 4] ﬂ 5 Il:J i3 @ 5] 5| g
8| [2]2 ,d IF3
PivotTablel ZiL L £ v = [ &) |—] =
— Z| Sort | Refresh ChangeDats | Clear Selet Move | PivotChart Formulas OLP ||| Field | =/ | Field
& Options - Qg Field sett - Source ™ - ~  PivotTable ~  too List !Buttons Headers
PivotTable Sort Data Actions Tools Show/Hide
[ A3 - [ ¥
A B | H J K L M N o iPivotTabla Field List v x
1
§ ‘ Choose fields to add to report:
[JTarget A
4 [w] -
5 = [Joate
6 = CImime
7 [Couration
g ::U [CJor
[) £ [Disled Mumber
« o [Drop Data Items Here Dttt
11 o [Jother Mumber
12 o [status
13 @ [JSoecial Features
14 T [Ccalerid
5 @ [Cswitch
16 @ [sector
7 [Tower
12 =| | Oswitchz d
= Esmurz @
21
22 Drag fields between areas below:
23 7 Report Filter E Column Labels
24
25
26
27
28
29
30
3 i Row Labels X Values
32
33
M
38
36
E1
38 [ Defer Layout Update
W« [ Sheet2 ” CDR Pagel .- Sheetl /%2 T m [

All of the column headers, including the Target Number and Other Number should appear in the Pivot Table Field List
located in the upper right of the screen. From this screen you can perform basic call frequency analysis using the data

from the call detail records.
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Select Target Number and Other Number by placing a check mark in the boxes. You data may appear in the boxes
labeled Row Labels and Values. If the data is not automatically in those boxes, click and drag the data so it appears as
below:

PivotTable Field List v x

Choose fields to add to report:

Target A
[oate

[Cime

[buration

ok

[pialed Mumber
[CDest Mumber
Other Number
[Cstatus
[5pecial Features
[callerd
[[switch

[sector

[rower
[Cswitch2

[sectarz

s P8 -

Drag fields between areas below:
¥ Report Filter H Column Labels

1] Row Labels X Values

Other Number P - Count of Target & -

Sometimes the data in the Values box will be different and will say Sum of Target and not Count of Target. If this
happens you will see strange numbers in the Pivot Table because the software has decided to add up the total of all of
the phone numbers instead of count how often they occur. If that happens select the drop down menu in Sum of
Target.

Drag fields between areas below:

7 Report Filter 1 Column Labels
i2] Row Labels % Values
Other Mumber - Sum of Target -
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Value Field Settings

Source Name: Target

Custom Mame: |C0unt of Target |

Summarize by | Show values as

Summarize value field by

Choose the type of calculation that you want to use to summarize
the data from selected field

Sum -~
E
Average

Iam

Min

Product b

Mumber Format oK l [ Cancel

Once the Value Field Setting has been properly configured you should see each unique phone number listed with a total
representing the number of times the target phone number was in contact with the other phone number.

A B

1 | Drop Page Fields Here|

3 |Count of Target |
4 | Other Mumber| = |Total
9258293561 17
6 2092715069 119
712093049461
g 2093079461
9 2093498686
10 | 2093907769
11 | 2094306701
12 | 2094525418
13 |2094842134
14 | 2094850628

—

LAy}
a0 O ) — R

=

However, in the example listed above you can see that the first phone number is not listed sequentially. In this case, the
number was not properly formatted and is still viewed by Excel as text and not a number. If this happens to you go back
and reformat the other numbers so they are all represented as a number.
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Count of Target
Other Number| = | Total
0253293551 17
20927150 53 | Copy
20930494 ﬁ:‘ Format Cells...
20930794

20934935 £ Refresh b
20939077 Sort 3
20943057 g R
20948254

20948421 v | Subtotal "Other Number®

20948508 Expand/Collapse 3
20956639 3| o

20959407 7 2O

20959430 @ Ungroup...

20959471 pove R
20959473

20960790 x Remove "Cther Number®

20962038 @ Field Settings...
20363224 PivatTable Options...
20963950 g
20964051

Hide Field List

It is not necessary to re-run the Pivot Table. Select the sheet containing the data and make the necessary corrections.
Then select the drop down box located above the phone numbers and select Refresh.

If everything looks good, move on to the next step.
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Step 6-Sorting the Numbers

The Pivot Table has given us some good information. You should have a list of unique phone numbers and a sum of the

number of occurances the target was in contact with that number. However, by default, the Pivot Table is sorted by the
phone number and not the total number of contacts. In order to find the phone number the target was in contact with

the most often, we must change the Sort order of the Pivot Table.

Click the drop down box located at the top of the column and select More Sort Options.

3 |Count of Target
4 [ Other Mumber| =

]| sortAtez

21| sotztoa

tdore sort Options.., h

Value Filters 4

(Select all)

[>

In order to see the target number’s most frequent contacts in order, select the Descending option from the Sort menu
and then select Count of Target.

Sort (Other Number)

Sort options

{3 Manual {you can drag items to rearrange them)
() Ascending (A to Z) by:

(%) Descending (Z to A) by: h

Qther Mumber |'*:
Other Mumber

ERL Count of Target

Sord

Mar
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This will re-sort the data by the highest number of contacts to the lowest and allow you to easily visualize the most
frequent contacts. Note that the target number will almost always be the largest number of contacts. Depending on
the service provider these calls are actually incoming calls that were routed to voicemail or they were the user checking
their voicemail messages. The next steps are basic police work-identify the subscribers and users of the high frequency

contacts.
A B

1

2

3 | Count of Target

4 | Dther Mumber| = |Tota
5 151073193648 1632
B [5105863731 402
7 16502901549 264
g [5107308750 235
9 15106769450 202
10 15103149041 196
11 |9269612247 181
12 15103631974 183
13 |5107122982 146
14 12096322581 142
15 (9259612222 121
16 |2092715069 119
17 |91625844639 118
18 |5106904099 111
19 |5106774697 104
20 15102274598 100
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Other Uses for Pivot Tables

Another use for the Pivot Table is basic cell tower analysis. A Pivot Table can quickly and easily add up the most
frequent cell towers which were in communication with the cellular phone. This can provide clues to a suspect’s
location or other areas they are known to frequent. Visualizing cell tower data in a Pivot Table will require a key from
the cellular service provider or from the FBI's CALEA (Communications Assistance to Law Enforcement Act) Unit.
However, the basic Pivot Table functions are essentially identical to those used in determining high frequency contacts.

Follow the steps listed above until the Pivot Table is generated. However, instead of listing the Target Number and the
Other Number you will highlight the Target Number and the Tower. Note that the provider in this example provides
both beginning and ending cell tower data so you may need to run the Pivot Table on both sets of data in order to get an
accurate idea of the location of the handset.

PivotTable Field List v x

Choose fields to add to report:

Target ”~
[Coats

[Time

[buration

o

[Coialed Mumber

[C]oest Number

[]other Number

[(5tatus

[(]5pecial Features

[Ccallerio

[switch

[J5ectar

[#] Tower _
[ switch2

[sectarz

—=

By changing the Sort order in a similar fashion to the one illustrated above, you can easily sort the cell towers by their
frequency of use.

Sort (Tower) E| E|

Sort options
() Manual {you can drag items to rearrange them)
() Ascending (A to Z) by:

(®) Descending (Z to &) by:
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In this example you can see there are only a few towers with a significant number of hits. You might also note the

second most common data point is listed as Blank. This is because the provider from this example does not record cell

tower information when the call is forwarded to voicemail. Most of the major cellular service providers do not record

cell tower information for calls forwarded to voicemail. Nor do most of the major companies provide cell tower data for

text message or data events. However, AT&T is an exception to that rule as they capture cell tower data during phone

calls, text messages, and data events such as internet browsing.

A B

1

2

3 |Count nfTarqﬂJ

4 | Tower = [Total
5 |88 1800
6 |(blank) 1216
7 587 780
d 182 726
g9 |8 172
10 (452 153
11 | 165 141
12 |226 a6
13 |257 90
14 |60 an
15 |18 a0
16 (179 76
17 (183 75
18 [117 55
19 |53 54
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Most cell towers have three sectors and they cover 120 degrees.
Sector 1 covers 300-60 degrees.
Sector 2 covers 60-180 degrees.

Sector 3 covers 180-300 degrees.

* There may be as much as a 20 degree overlap between sectors

Sector #1 300-60 degrees

Sector #2 or Alpha

Sector #2 6

Sector #3
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Cell Towers Five Fatal Flaws

1. Failing to request or preserve cell tower data early in the investigation

2. Presuming the communicating tower is the closest and not the tower with the best signal

3. Using the cell phone location and the suspect location interchangeably

4. Trusting the theoretical layout of cell tower antennas

5. Failing to note the azimuth of the tower
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Per Call Measurement Data (PCMD)

PCMD was originally referred to as Measurement Data in Call Records (MDCR). Both MDCR and PCMD are engineering
terms referring to techniques used to measure the effectiveness of cellular service in a particular area. PCMD collects
select measurement data on every completed call including information regarding the nature of terminated, dropped,
and normal calls. Another data set collected by PCMD is the time it takes a signal to leave a cellular handset and the
return back to the tower. It is this information which can provide previously unavailable information regarding the
location of a particular handset.

PCMD was originally designed to be used for quality assurance purposes by gauging the number of dropped callsin a
particular area. Based on this information a cell site engineer could recommend re-orienting a cell tower or other
changes to improve the coverage in a particular area. However, someone within Alcatel-Lucent, one of the major
manufacturers of cell tower equipment, discovered PCMD is accurate enough to be used for location based marketing
without any upgrades to the existing cellular infrastructure or the customer’s equipment. Because the speed of a
cellular signal is a known constant it is possible to calculate the distance the handset is from the tower by measuring the
time it takes for the signal to make a roundtrip. When combined with the cell sector information, there is now an
opportunity to gauge how far away the handset is from the cell tower. This might not seem like an immediately
revolutionary data set. Knowing that someone is three quarters of a mile away from a cell tower in the middle of
downtown Atlanta is not likely to produce any great leads for missing persons or fugitive tracking. However, the data
can be much more accurate than it initially appears.

Unlike the cell site and sector information obtained from call detail records, PCMD is captured not only for every phone
call, but also for every text message and data event. Traditionally, most call detail records do not capture the cell site or
sector used during text messages or data events such as voicemail and email notifications. These are not phone calls so
the cellular service providers have no motivation to capture the information. PCMD is captured anytime there is a
connection or data event between the cell site and the mobile device.

PCMD data has both quality assurance and location based marketing information applications and is already built into
the existing cellular infrastructure. Subsequently, PCMD is able to provide relatively accurate location based
information. Is it accurate as GPS? No way. But it does add a dimension when combined with other information such
as the cell site and sector. PCMD is not going to magically locate someone’s handset but it is going to provide
investigators clues which they might not otherwise have.

Now for the bad news. PCMD is only found in Alcatel-Lucent cell site products on code division multiple access (CDMA)
networks. CDMA coverage in the United States is approximately 50% of the market but not all CDMA providers use
Alcatel-Lucent equipment. Currently, PCMD is made available to law enforcement pursuant to proper legal request or
exigent circumstances on the Sprint-Nextel and Verizon Networks only. In theory, it should be available from any
cellular service provider using Alcatel-Lucent equipment on a CDMA network. Unfortunately, only those two providers
acknowledge the information is available and are able to extract it for law enforcement use.

Here’s some more bad news. PCMD is extremely perishable information. It appears the data may only be available for
7-14 days. This is not something that is going to be routinely preserved with the receipt of a preservation letter
pursuant to 18 USC 2703(f). If your suspect or victim is using one of the two providers who acknowledge their ability to
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collect and retrieve PCMD, you must request the information as quickly as possible. | have seen PCMD data which was
much older than 14 days but it was extremely sporadic and would not be useful in most criminal investigations.

Another limitation of PCMD which falls into the bad news category is that it is not real time information. The data is
collected at the switch level and then updated to a call file hourly. Again, this is not done in real time so there will be a
delay between when the information is captured and recorded and when it available for review.

PCMD records a tremendous amount of information. It does not come to you nicely formatted and with a cheat sheet
for easy interpretation. Because there is no documentation it can be very easy to become confused by PCMD data. You
may need to get the assistance of a cell site engineer or an electronic surveillance specialist in order to make sense of it.
Fortunately, Verizon translates this information for you during exigent circumstances requests and will be able to tell
you the distance, measured in meters, between the handset and the cell tower.

Verizon

PCMD is routinely provided to law enforcement officials pursuant to exigent circumstances requests, such as in missing
persons cases, by Verizon. They refer to it as Real Time Data (RTD). However, they do not provide RTD/PCMD during
routine requests, such as court orders and search warrants. This may be due to the fact that exigent circumstances
requests are handled through the electronic surveillance division of Verizon, the people who provision wiretaps and pen
registers, and not through the subpoena compliance department. You must specifically ask for RTD/PCMD in your court
orders, subpoenas, and search warrants or you will not receive it.

Sprint

Sprint offers its L-Site service to law enforcement officers. This allows an investigator to activate the GPS positioning
feature of a targeted device on demand. Consequently, many investigators forget about the availability of PCMD data
from Sprint. As with Verizon, if you do not specifically request PCMD from Sprint, you will not receive the information.
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Caller ID Spoofing

Caller ID spoofing is the use of technology to cause a telephone network to display a number on a receiving phone’s
caller identification (caller ID) system which is not in fact the true originating phone number.

There are a variety of technological methods for spoofing caller ID but the advent of voice over internet protocol (VOIP)
systems have made spoofing easy and inexpensive. The most common method for spoofing caller ID is to use a
subscription based service or a web based interface. Anyone can purchase a number of prepaid spoof minutes from a
variety of internet based providers. These minutes are similar to a calling card and the purchaser is assigned a PIN
number and an access number. The user then contacts the access number from any landline or mobile phone, enters
their PIN number, enters the phone number to be called, followed by the phone number they want displayed. Some
services offer additional features such as voice alteration and recordings of the calls emailed to the user at the
conclusion of the call.

Caller ID spoofing has been used by criminals in a variety of harassing and stalking type crimes. Several high profile
instances involving caller ID spoofing involved making 911 calls to report false crimes in order to elicit a high profile
response from law enforcement. The action has been coined ‘SWATing’. According to published report numerous
instances of SWATing have resulted in tactical units responding to reports of violent crimes only to find unsuspecting
subjects who have been victimized by this ‘prank’.

In order to understand how caller ID spoofing works, you must understand what is transmitted when you make an
outgoing phone call. When you make an outgoing phone call a packet of data is transmitted which contains the
following data fields:

ANI (Automatic Number Identification)-ANI is the phone number you called from

ANI 1l (Automatic Number Identifier I1)-ANI Il is a two digit code containing information about the type of phone number
you called from such as landline, coin operated payphone, correctional institution, mobile phone, etc.

CPN (Calling Party Number, also sometimes referred to as CID-Caller ID, CLID-Calling Line Identification, and/or CNID-
Calling Number ID)-This is also the phone number you are calling from. However, the data in this field is able to be
manipulated unlike the ANI.

CPN data is designed to be manipulated for a number of legitimate reasons. For example, CPN data contains a marker
which designates if the calling number is private or can be displayed. If the number is flagged as private, the system
displays ‘PRIVATE’ in lieu of the number. CPN data is also changed on outgoing phone numbers originating from a
private branch exchange (PBX) used by a private office or organization. Many law enforcement organizations use a PBX
which displays a general outgoing phone number and not the desk number of the originating officer or investigator.

Caller ID spoofing takes advantage of the ability of CPN information to be manipulated and changed. Using voice over
internet protocol (VOIP) technology, caller ID spoofing providers can change the CPN data to display the data entered by
their customer.

Costs for these services vary depending on the total number of minutes, also called credits, purchased. One popular
internet vendor offers plans consisting of anywhere from 25 credits for $4.95 to 2,500 credits for $299.95. A credit is
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equal to one minute of talk time and five credits for a spoofed text message. Payment is as easy as entering your credit
card number or using PayPal.

Some law enforcement agencies have explored using caller ID spoofing in their investigations with mixed results. There
are a number of drawbacks for using caller ID spoofing during law enforcement investigations. Some agencies have
reported running out of minutes or credits in the middle of a call which caused them some obvious difficulties. The
other challenge involves returned calls. If the spoofed call is unanswered, attempts to return the call to the spoofed
number may reveal that the phone call did not actually originate from that number.

The Truth in Caller ID Act of 2009

In December 2010 the President signed the Truth in Caller ID Act. The Act makes it a federal crime “...to cause any caller
identification service to knowingly transmit misleading or inaccurate caller identification information with the intent to
defraud, cause harm, or wrongfully obtain anything of value...” This law is a watered down version of other legislation
which would have essentially stopped caller ID spoofing. Violators of this law face the possibility of fines for every
instance they misuse caller ID. There is an exception in the law for law enforcement officers conducting “any authorized
activity.” Unfortunately, many of the caller ID spoofing countries are based overseas and are not covered by this law.

Caller ID Spoofing Weaknesses

Caller ID spoofing suffers from a couple of weaknesses which can be exploited during law enforcement investigations.
Since commercial caller ID spoofing services first started, the number of companies have dwindled and consolidated into
a few large providers. These companies faced the possibility of prohibitive regulation in the Truth in Caller ID Act of
2009 and seek to avoid any further legal restrictions which may force them out of business. This may cause some of the
larger companies to cooperate with law enforcement legal process requests. In fact, in some of the ‘SWATing’ stories
discussed earlier, it appears those companies did cooperate with law enforcement investigations. However, somewhat
complicating the issue is the fact that some of these companies are based in Canada. This would likely involve seeking
assistance from the FBI Legal Attache for assistance in service of process.

Users of the VOIP service Skype have the ability to change the displayed number on caller ID systems. Cases involving
Skype are notoriously difficult to investigate due to a variety of reasons including the fact they are based in the tiny
country of Luxembourg. Skype does respond to law enforcement requests but they do not always capture information
which may be relevant to an investigation. Skype does generate user logs on the host computer which can show calling
activity using the service. If a suspect in a caller ID spoofing case is known or believed to be using Skype, a forensic
examination of their computer may reveal evidence contained in the activity log which can assist in prosecution.

Another vulnerability of caller ID spoofing is that it is not feasible, at this time, to alter the ANI. As discussed earlier
caller ID spoofing changes the CPN but the underlying ANI remains unchanged. This is one reason why calls to 911
public safety answering points (PSAPs) still reveal the incoming call, even when the caller ID blocking in enabled.

The ANl is also accessed when calls are made to toll free phone numbers such as 800 numbers. As the owner of the toll
free line is paying for the phone call, they are entitled to see the underlying phone number.
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The ability of toll free numbers to reveal the ANI is the basis for the service known as Trap Call. Trap call is a service
offered by one of the major caller ID spoofing companies. Trap Call offers users a subscription service which allows the
user to reject unknown or caller ID blocked incoming calls. Those rejected calls are then routed to Trap Call’s service
which is, in essence, an enhanced toll free number. The call is then routed back to the subscriber’s phone which can be
answered or sent to voicemail. Trap Call then sends the subscriber a text message which contains the ANI of the
incoming call. Trap Call also offers a premium service which offers the subscriber the added feature of running the
incoming phone number through public records databases for subscriber information, digitally recording and
transcribing incoming conversations, and creating black lists of prohibited incoming callers.

Trap Call does not work with all cellular service providers. According to their website, Trap Call only works with AT&T, T-
Mobile, Verizon, and Sprint. Many of the prepaid providers such as Metro PCS and Boost are not supported. Trap Call
also has applications which can be installed on phones using Blackberry, Apple, and Android operating systems.

| learned about Trap Call first hand during a wiretap investigation. The case agentin the investigation had the main
suspect under surveillance. In order to confirm the suspect was still using the phone number which was the target of
the pending wiretap, the case agent made a phone call to the suspect using his department issued phone. The suspect
was observed answering the phone and the surveillance was terminated. Several minutes later the case agent received
an incoming call from the suspect asking why he had called him. The case agent was able to convince the suspect he
had dialed the phone number in error but was unable to figure out how the suspect had obtained his caller ID blocked
law enforcement mobile phone number. It was not until the wiretap was operational that we were able to see the
incoming text messages from Trap Call regarding the unblocked incoming calls.

Most government agencies obtain their cell phone contracts under a broad umbrella contract by city, county, or federal
entity. Fortunately the suspect in the above case did not have the public records check feature which would have likely
indicated the subscriber of the phone was the State of California. Even if the records check did not reveal the name of
the investigative agency, it would have seriously hampered the investigation if the suspect became concerned and
dropped his phone.

Trap Call has some obvious advantages for law enforcement investigators. However, | see no reason why we should
patronize a company which also offers caller ID blocking services and thrives by allowing criminals to mask their
identities. The Law Enforcement Telecommunications System from Orion Systems offers the same services, among
many others. They are also heavily involved with a number of local, state, and federal law enforcement agencies in a
wide variety of investigations. Consider Orion Systems before shelling out personal or department money to a caller ID
spoofing company.
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iPhone/iPad/iPod touch Backup Files

An iPhone synchronizes (synchs) with an authorized computer which has iTunes on it every time it is plugged in, unless
the user interrupts the process. Connecting to an internet enabled computer is also required in order to download
larger applications and files although this connection may be wireless or through a data cable. The synching process
creates a backup file on the computer which is designed to allow a user to reinstall their contacts, text messages,
calendar entries, photos, videos, and application data in the event their phone is damaged, malfunctions, or is lost or
stolen. By default, iTunes stores the backup file created during the synch process in set locations based on the
underlying operating system. For this book, we are presuming the majority of readers are using a version of Windows

operating system. The location of the iPhone backup file generated by iTunes is as follows:

For computers using Windows XP:

\Documents and Settings\USERNAME\Application Data\Apple Computer\MobileSync\Backup\
For computer using Windows Vista or Windows 7:
\Users\USERNAME\AppData\Roaming\Apple Computer\MobileSync\Backup\

Replace USERNAME with your personal account/computer name.
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Running the Program

After purchasing, install and run the program. It will automatically detect the version of Windows installed on your

computer. It will also detect multiple backups from different devices on the same computer so it is possible to run the

software on a computer where multiple people synch their Apple devices to.

" iPhone Backup Extractor

File  Extract

ng

wd 0.1, Copyright 2008-2011 Reincubate Ud. Use of this

application is subject to our terms, see

iphonebackupextractar.com.

Help

Select backup

7/6/2012 Phaone b

1 backups were found in your default folder. If your
backups are not stored in this folder choose "Select
another backup folder..” from the drop-down above.

Backup details

Device: iFhone 3G Time: &35:04 FM
Serial: 82516DC4YTH IMEI- 0118120

Firmware: .12 Status: Complete and unencrypted
Folder: (6 15ea2e45783862565942 7R 96 65007alc3

Available data

Photos: Extract 757.. Videos: More
Contacts: Extract £13.. Voicemail : Extract 10...
Calendar: Extract 79, Motes: Extract 5.

SMS: Extract 340.. Call history: Extract 100..
Recordings: MNone Location data: MNone
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Simple Mode

Simple mode is the easiest method for viewing the contents of an iPhone backup file. From the simple user interface
you can check the photos, videos, and image files, the contacts/electronic phone book, voicemail messages stored which
were stored on the phone, calendar entries, notes, text messages, call history, and possibly location data. In order to
view the data in any of these files, simply click on the blue underlined number after the entry. If there is no blue
underlined entry then there is no data for that field. Clicking on an underlined number will open a dialog box which
states Browse for Folder. This is asking you where you want to save the information from the backup file. For ease of
use, it is probably best to place the files somewhere easy to find such as the desktop. You can create a special file to
store everything by clicking Create New Folder and naming it whatever you want. Alternately, you can right click on

your mouse button, select New, and then Folder. This will create a new unnamed folder for you to store the files in.

Before you start clicking madly away at the blue underlined numbers, there is some important information about the
software's preferences which you must understand. By default the iPhone Backup Extractor will transfer information in
certain predefined formats. For example, if you select Contacts by clicking the blue underlined number the program will
automatically export every contract as a vCard. A vCard is an electronic business card format which can be attached to
e-mail messages or exchanged via text messages. vCards commonly contain information such as name, address, phone
numbers, e-mail addresses, web site addresses, and sometimes, photographs or graphics files. While this is a
convenient way to store and share information from the Contacts backup file, it doesn't show us all the information we

want to see.
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Extract Contacts

A better way to extract and view the contents of the Contacts file using the iPhone Backup Extractor is use the option

found in the Extract menu to place the contacts into CSV format. CSV stands for Comma Separated Value and is one of

many formats used to view information in Excel. A vCard can only be opened using Microsoft's Outlook e-mail. An

advantage to using the export to CSV function instead of using the default export to vCard function is the loss of some

precious information. When the vCards are exported they are automatically sorted alphabetically. When the contacts

are exported using the export to CSV function the contacts are sorted in a hybrid format which can show which contacts

were added recently. For example, when looking at the results of the contacts exported in the CSV formats you may see

that not all of the contacts are sorted alphabetically. This may show which contacts were stored chronologically and

show which ones were added recently. You will not be able to see that in the vCard format because of the way they are

extracted. Groups of contacts with no phone number, but only an email address, are those contacts which were

automatically added to the file when the user responded to an email. Again, these are chronologically and not

alphabetically. So the most recent contact with only an email address stored was one of the most recent contacts the

user responded to an email from. This does not mean it was the last email they sent, only that when they responded to

the email it was not already stored in the phone. Because they responded to the email, the iPhone automatically added

them as a contact.

P iPhone Backup Extractor

File | Extract | Help

Contacts as VCards

Contacts as VCard

Phone w

. | Contacts as CSY |

ur default folder. If your

Calendar as ICAL

Calendar as CSV

this folder choose "Select
from the drop-down above.

SMS as C5Y
Motes as HTML
Call history as CSV

Time: £:36:04 PM

H et 01121200 N

Status: Complete and unencrypted

78386256534276f96e A65007alc3

Photos

Voicemail

Videos: MNone
Voicemail : Extract 10...
Motes: Extract 5...
Call history: Extract 100..
Location data: Mone

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to ourtemms, see
iphonebackupesxtractor.com.
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Calendar

Calendar entries should be viewed using the same technique as the Contacts file. Instead of clicking on the blue

underlined numbers next to Calendar, you should use the Extract button in the menu bar to view them as a CSV file.

Otherwise, the calendar entries will be extracted as an iCal file. iCal is a calendar function for Apple manufactured

devices. For ease of use, it is best to export the calendar function as a CSV file.

The exported field will include the summary of the event entered by the user, the location, any additional description,

the start and end date and time, the time zone, and whether the event was scheduled to be all day long.

Summary Location Descriptic Start date End date Time Zone AllDay  Freguency
New Event 5/24/2012 13:00 5/24/2012 14:00 US/Pacific FALSE OneTime
Bridal shower 6/2/201219:00  6/2/2012 20:00 US/Pacific FALSE OneTime
Jack and Robyns 6/16/201219:00 6/16/2012 20:00 US/Pacific FALSE OneTime
MD appointment 6/4/201213:00  6/4/2012 14:00 US/Pacific FALSE OneTime
Dentitst Appointment 6/25/201212:00 6/25/2012 13:00 AmericafLos_Angeles  FALSE OneTime
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SMS/Text Messages

SMS is an acronym which stands for Short Messaging System which you probably know by the name text messages. The
iPhone Backup Extractor will automatically download all text messages which were on the device when it was last
synched with the computer. Unlike the Contacts and Calendar fields you do not need to use the Extract tab to get the
messages into CSV format. Simply clicking the blue underlined number will download a spreadsheet with all of the text

message content, the sender, and the date/time the message was received.

Unfortunately, the spreadsheet will only list the phone number the messages was sent from and it does not
automatically fill in the name from the Contacts file. The spreadsheet also lists each text message separately and it does
not show the conversation in a single step like you might be used to seeing on your phone. In order to match the name
with the phone number you may have to switch between the Contacts spreadsheet and the SMS spreadsheet in order to
make sense of who said what to who. Any easy way to do this is to use the Replace function found in the Find and

Select feature in the Home screen of Excel.

1) Find the phone number you want to replace with the contact name. Click in the cell or box and highlight the phone
number. In order to copy the phone number you can either click the right mouse button and select Copy or press

the Control (CTRL) button and the C key.

Cut

Copy

Paste

iy fo i =

72661 Earmat Cells...
72661 Pick From Drop-down List...

Expand Formula Bar

2) Highlight the columns which contain the phone numbers you want to replace with the name of sender or receiver.
This will be the first two columns in Excel labeled From and To. In order to select both columns at the same time hold

the Control (CTRL) button while using the left mouse button the click on the From and To columns.

3) Select the Find and Select button and drop down to the Replace function.
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=4

@ - = x

X AutoSum - % [?a

3] Fill -
Sort & [Find &
<2 Clear~  Fifter~ Select

.ﬁ FEind...
2ac Replace..
= | GoTo..
GoTo Special.,

Formulas
Comments
Conditional Formatting
Constants
Data validation

L | Select Objects

% Selection Pane...

4) Click inside the box that says Find What: and either right click and select Paste or press the Control (CTRL) button

and the V key to paste the phone number.

Find and Replace E]

Find Replace |
Find what: || . |
Replace with: | V|
’ Replace all ] [ Replace l [ Find Al ] I Eind Mext l [ Close ]
Find and Replace &|

Find Replace |
Find what: I_ w |

Replace with: I: - B v|
=% Copy
[ Paste
[ Replace All ] [ R o Find All ] [ Find Mext ] l Close l
\® Red

5) Open up the Contacts spreadsheet and find the name associated with the phone number. You should know that the
phone number stored in the Contacts file is not always the same as the phone number in the SMS file. The SMS file
contains the full eleven digit phone number, including the number 1 before the area code, and it is in a different format
than the phone numbers stored in the contacts file. The phone numbers in the SMS file appear as 15105551212 while
the phone numbers in the Contacts are formatted as (510) 555-1212. In order to find the phone number and the
contact name you will open the Find and Select function again. Instead of Replace, you will select the Find tab. The
phone number you entered should still be there but because it may be stored in a different format you should search for

the last seven digits of the phone number, such as 5551212. Highlight the first four digits, the number 1 and the area
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code, and delete them. You will also need to put a dash in between the prefix, the first three numbers, and the last four

numbers of the phone number. Now you can search for the name associated with the phone number.

Find and Replace

PIX]

Find Replace |
Findwhat: | 15105551212 v |
Replace with: | w |
Replace All l [ Replace ] [ Find All l [ Find Mext ] [ Close l

Find and Replace

Find | Replace |

WBlscs1212

Find what:

Fdal | [ Endhext | [ close |

Find and Replace

Find | Replace |

2X

Find what:  |555-1212

v]

[ Frda ] [ Endnext | [ close |

6) Select Find All in the Find and Replace box. Excel will automatically highlight the phone number with a black box

around the number.

Bad Boyfriend

I(SlU] 555-1212 I
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7) Go back to the SMS worksheet and replace the phone number with the Contact name using the Find and Replace
function. The phone number should still be there but it will be in the seven digit format you changed it to in order to
find the contact. Put the full eleven digit phone number in the Find What box without using the dash (for example

15105551212). Place the Contact's name in the Replace With field.

Find and Replace @

M Replace |

Findwhat: | 15105551212 v
Replace with: |Bau:| Boyfriend v|
l Replace All ] [ Replace l l Find All ] [ Find Mext l l Close ]

8) Press the Replace All button and all of the phone numbers in the From and To columns will be replaced with the

Contact's name.

Deleted Text Messages
The iPhone Backup Extractor cannot retrieve text messages if they were deleted prior to a backup of the phone being

made by iTunes.

Recordings
Recordings are sound files created using the Apple application. For a variety of reasons, this application is not frequently

used and is commonly replaced by other sophisticated applications from the iTunes store. If there are no recordings
listed in the Simple Mode of the iPhone Backup Extractor, you may have check the Expert Mode to see if there are any

other applications which may be used to record voice memos or conversations.

Click on the Advanced Mode button on the iPhone Backup Extractor.
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Backup details

]

[} Application

[ keychain-2.db

D | Library

[]| Managed Preferences

Ok Media
[0 = ocspcache sqlited

[]| Preferences
[ " TrustStore.sqlite3

I
10 of 7556 files selected Extract selected ] [ Simple mode ]

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to our tems, see

iphonebackupedractor com.

Next to the word Application should be a small + symbol. Clicking that expands the tree and allows you to view all of the
applications installed on the phone. This can be an eye opener by itself. In order to see if there are any other

applications which may have been used to make voice recordings you will have to examine each application individually.
Some of them are pretty self explanatory such as Angry Birds. But others may require you to search Google or iTunes to

see exactly what the application is or does.

Backup details

com mmumber.app ~
com mseven mSecurs
com rfinity. Cuick Vaoice
Documents
CE‘I 20100423095
CE

AqnnATan
001201004230

27_MyRecording .caf

50_MyRecording caf
00120100720212303_MyRecording.caf
00120110613204744_MyRecording caf
00120110616085236_MyReconding .caf
i O] iTunesAtworl

] = iTunesMetadata plist
[ B Lk

10 of 7,596 files selected Extract selected H Simple mode ]

i

3
3
3

g |

w

vd 0.1, Copyright 2008-2011 Reincubate Ud. Use of this

application ie subject to ourtemms, see

iphonebackupestractar com.

In this example you can see we have discovered an application called Quick Voice. By clicking on the + symbol next to
the application name we open up a tree which includes a file entitled Documents. Inside the Documents file are several
files labeled myrecording.caf. .caf files stands for Core Audio Format which is a file type developed by Apple to

overcome some limitations in older audio file types.
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& iPhone Backup Extractor [Cell Intel]

File  Extract Help

Select backup

' 1 backups were found in your default folder. If your
backups are not stored in this folder choose "Select
another backup folder...” from the drop-down above.

Backup details

1) commmumber.app -~
Ol commseven.mSecurs |
B[]} com.rfinity.Quick\oice
=] |. Documents
00120100423095327_MyRecording.caf
00120100423095350_MyRecording.caf
00120100720212303_MyRecording .caf —
00120110613204744_MyRecording caf
00120110616085236_MyRecording.caf
1] iTunesArtwork
[] = iTunesMetadata plist R
— T [ -
15 of 7,596 files selected Extract selected ] l Simple mode ]

wd.0.1. Copyright 2008-2011 Reincubate Lid. Use of this

application is subject to ourtemms, see

iphonebackupextractor.com.

To recover these files, place a check mark in each box. Clicking in the box above the files will automatically select all of

the files below it. Next press the Extract Selected button and navigate to where you want to extract the files to.

In most cases you will need to either download software to play the software or using an online service to convert the
software to a format which can be played from your computer. Apple's QuickTime Player allows you to play many types
of audio and video files associated with their products but in order to save them into a more universal file type you are
required to purchase the upgraded version of the software. You can download the software from
http://audacity.sourceforge.net/. Follow the prompts to install the software. When you are finished open the software
and select Open from the File tab. Press the green triangle button to play the recording. If you decide you need to save
the recording as a file type that can be shared with and listened to by others, such as law enforcement, you can easily
convert the CAF file into something more user friendly. Simply select Save As from the File tab and you can save the file

as an MP3 or WAV file, two of the most common media formats.
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W Edit \iew Project Generate Effect &

MNew Cirl+M
Opern... Ctrl+0
Close Ctrl+w
Save Project Cirl+5

Save Project As...

Recent Files... 3

Export As MP3...

Export As Cgg Vorbis...

Export Multiple...

Page Setup...
Print...

Exit
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Videos

Video files taken with an Apple device are typically saved as 3GP and 3G2 formats. These are usually playable by most
video players including QuickTime but, as with audio files, you may need to convert them into something more user
friendly. There are a couple of ways to do this including installing software such as Format Factory or VLC Media Player
which will allow you to play and convert video files between any number of common formats. In order to expose you to

a wide array of tools, 1'd like to introduce you to Zamzar.

ZAMZAR [Ereizseress | [eeeeeeee § togin | Register |

") Free online file conversion Home | Manage Files | Conversion Types | Tools | Blog | FAQ | Signup

o Want a Zamzar inbox ?
$ el CettNow |
with Carl Zeiss® optics ‘499" =  Convert 1GB files +/ No Ads

Restr-npply J/ 100GBinbox  + Convert Faster

Convert Files ][ Download Videos “ Send Files ” Manage Files ]

Step 1 Step 2 Step 3 Step 4

Select files or URL to convert Choose the format to Enter your email addresste | Convert (by clicking you

(up to 100MB - want more ?) convert to: receive converted files: agree to our Terms)
Browse. [Comvertfile(s)to: | | |

Zamzar is a free online media conversion service which works on a large number of document, audio, and video file
formats After agreeing to the terms by clicking the Convert button a link will be emailed to you. This can sometimes
take a few minutes so don't worry. From the email you will be able to download and save the converted file. If giving
out your email address or uploading a video file containing possible evidence on it still causes you concern try using one
of the free software programs such as Format Factor or VLC Media Player. Format Factory is a straight conversion utility
which changes the file type from one video file to another. VLC allows you to play the video and then Save As a different

file type.
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Voicemail

Not many people know the iPhone is one of the only phones on the market which stores incoming voicemails on the

device itself. Most voicemail messages are stored on the computers of the cellular phone company and requires the

user to call in to the network in order to retrieve their messages. This means that all voicemail messages which are

stored on the phone at the time it is synched with an authorized computer can be retrieved and listened to. In order to

give you the widest variety of tools in your investigative toolbox, I'm going to recommend you try using an online

conversion service found at http://media.io/.

media.io
Online Audio Converter

lect your file and upload & medi

Upload

Select Format ® ME3

Select Quality O Extreme

The service is quick and free although it does seem to want me to go to Amazon and look around. In order to use the

service simply navigate to the file you want to convert, upload it, and decide on the format you want to download it as.
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Call History

The iPhone Backup Extractor is only able to retrieve 100 of the most recent dialed or received callsand this appears to be

one of the only drawbacks to using the iPhone Backup Extractor.

A B C D E

1 From To Start date Duration

2 | 9.25E+09 Me g 0h 00m 34s
3 | 9.25E+09 Me gagEasss Oh 02m 158s
4 | 9.25E+09 Me gy Oh 02m 1485
5 5.1E+03 | Me gtgEEEE 0h 0lm 675
6 | 9.26E+09 Me gaggEsss 0h 00m 00s
7 | 9.25E+09 Me gaggasss 0h 00m 00s
g Me 9.26E+09 sEsgEsss 0h 10m 633s
9 | B.01E+HD9 | Me gaggasss 0h 00m 00s
10 \Me 5.11E+09 #EgEEEEs Oh 01lm 66s
11 | 9.25E+09 Me gagEasss Oh 03m 2365
12 | 4.15E+03 Me gaggasss 0h 00m 00s
13 Me 9.25E+09 sEsgEsEs 0h 00m 355
14 \Me 4, 15E+09 #agsgEsE 0h 10m 607s
15 | 9.25E+H03 Me gigsss 0h 01m 935

The files are automatically downloaded into CSV format when you click the blue underlined number. However, you may
see some data which does not make sense or which does not even appear. Never fear, there's an easy fix for that.
When the files are downloaded into the Excel spreadsheet and exceed the length of the cell or box, the program
automatically reduces the number in size. The simple fix is click on the far right side on the column which contains the
data. You should see a solid black line with an arrow on either side of it. By double clicking you will automatically

increase the size of all of the cells to accommodate the length of the information contained in the field.

A B < > D E
9 8E+09 Me 6/22/2012 13:53 Oh 00m 00s

10 Me 5.1E+09 6/22/2012 17:11 Oh O1m 665

11 9.3E+09 Me 6/22/2012 17:43 0h 03m 2365
12 4.2E+09 Me 6/22/2012 21:34 0h 00m 00s

13 Me 9.3E+09  6/23/2012 11:44 Oh 00m 35s

14 Me 4.2E+09 6/23/2012 14:34 Oh 10m 6075

15 9.3E+09 Me 6/23/2012 14:50 Oh 01m 95s

16 Me 1.5E+410 6/24/2012 14:09 Oh 07m 467s

In order to correlate the phone number and a with a name from the contact list you first need to right click on the
Duration column so the entire column is highlighted in blue. Right click and scroll down to Insert which will place a
blank column in between the Start Date and Duration column. Do this again so you have two blank columns. Select the
Start Date column so that the entire column is highlighted in blue and then select the Data tab at the top of the screen.
Select Text to Columns and then Delimited. Make sure the box next to Space is checked-this may require you to

uncheck Tab or another field. Select finish and you will find the dates and times are now separated.
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Convert Text to Columns Wizard - Step 2 of 3 @E|

This screen lets you set the delimiters your data contains. ‘You can see how your text is affected in
the preview below.

Delimiters

Ot=b

[ semicolon Treat consecutive delimiters as one
|:| Comma
Space

[ other:

Text gualifier; |” w

Data preview

’ Cancel ][ < Back ]| Next > l’ Finish ]

Select the button on the left side of the worksheet that contains a triangle or press Control (CTRL) and the A key to
highlight the entire page. Go back to the Data tab and select Sort. Sort by AM/PM and then time and you will be able to

see what time the last 100 phone calls were made or received.

Another important consideration is the Duration of the phone calls. It can be pretty important to see who your target
communicated with the longest. Make sure to examine any lengthy phone calls by sorting by the Duration column as

well.

Me 4.2E+09  6/23/2012 0:00 2:34:33 PM Oh 10m 607s
Me 9.3E+09 6/22/2012 0:00 12:08:27 PM Oh 10m 633s
Me 4.2E+09 7/1/2012 0:00 4:06:52 PM Oh 11m 688s
Me 9.3E+09 6/27/2012 0:00 11:19:48 AM Oh 12m 723s
Me 5.1E+09 6/25/2012 0:00 10:29:40 AM Oh 15m 9275
Me 2.1E+09 7/2/2012 0:00 5:21:12 PM Oh 16m 974s
Me 1.9E+10 7/2/2012 0:00 6:47:38 PM Oh 17m 1077s

When you examine the Duration column you might find information which does not make sense. In this example you
can see the highest duration call is listed as 17 minutes and 1077 seconds. You are seeing the same data reflected in

two different formats. The most accurate way to view the call is to look at the seconds and then divide by 60.

Location Data
You may remember when the story broke in 2011 about the secret cache of location data Apple's products were storing.

The media attention was furious and probably overblown but it caused Apple to make changes in the data it stored.
When Apple introduced it's operating system upgrade version 4.3.3 they limited the quantity of data stored to about a
week and stropped storing location information altogether in future backups. If you never had a chance to look at the

data, it wasn't as scary or intrusive as initially portrayed. The location information was frequently inaccurate and was
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used purely for application and services installed on the device. You should view the location data obtained by the

iPhone Backup Extractor cautiously as it can be very, very inaccurate.

Location Services

i

Allow the apps below to determine your
approximate location.

@, Camera
Compass

a foursquare -

11317

An app that has requested your location
within the last 24 hours will show the
location services icon next to its name.

If you are concerned about location data being stored on your, or your family's phone, you can turn the services off by
going into Settings and then Location Services. The Location Services are turned on by default but you can turn it off if
you don't want to use this feature. You can also individually control which application have access to Location Services
information. However, if you turn Location Services off, you'll need to turn it on again the next time an application

attempts to use the feature such as when looking up a location in the maps application.

Photos
Photos can be some of the most telling and important things an investigator looks at in our target phone backup and the

iPhone Backup Extractor offers an easy way to recover the digital images stored on the phone. Simply click on the blue

underlined number and direct the software to the file you want to recover the images to.
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Backup details

The 757 selected files are being restored:

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to our temms, see

iphonebackupextractor.com.

This is one of the few processes which can take a long time with the iPhone Backup Extractor so be patient. You will see
small green squares covering the icons on the phone in the main screen to show you have far and how fast it is
progressing. Using a test database it took about two minutes to download 757 images. Your results should look like

this:

File and Folder Tasks 3

| wsc J 100APPLE
|
| e /’ 1024PPLE
- 1
7 share this folder

o

o

I | 10zapeie I | 10sapeLe
Other Places | |

o

o

o

(£ Make a new folder
€ publish this folder to the
Web

3 Media
(&) My Documents
[ Shared Documents
& My Computer

105APPLE 106APPLE

&3 My Network Places

J
| 1o7aere J 108APPLE
|
Details J e J 110APPLE
|
pam
Folder

Date Modified: Today,
September 04, 2012, 7:51 AM

While the images themselves can be important, there is additional information contained in the image which can be
important for investigators. By right clicking on any image and scrolling down to Properties you can see the date and
time the image was created, modified, and last accessed. In this example you can see the dates and times the file was
created is listed as the date the iPhone Backup Extractor was run and the image files recovered. The modified data and
time is closer to the actual date and time but does not necessarily show the actual date and time the image was made.

If your target used any applications to modify the image, such as adding effects or cropping the image, the modified date

and time will be different than the actual date and time the image was taken.
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older Sync

Media\Media\DCIM\10SAPPLE v B

o [General [summary|

* ; IMG_5179 i

Type of file:  IrfanView JPG File
| oo e v

& | Location: C:\Documents and Settings\Cell Intel\desktop\Tur

Size: 728 KB (747,097 bytes)

Szeondisk:  732KB (748,568 bytes)

Created: Today, September 04, 2012, 7:51:11 AM

Modified: Friday, August 06, 2010, 12:59:10 PM

Accessed:

Attrbutes:  [JRead-only [Jridden

Today, September 04, 2012, 7:57:56 AM

In order to get the true data and time an image was taken, as well as additional information such as the GPS (Global
Positioning System) coordinates where the image was shot, we have to delve deeper into the file. Specifically we are
going to be looking for EXIF data. EXIF data is sometimes referred to as data about data. More precisely it is data about
the container information is stored in. Image files contain a ton of EXIF data which is not normally viewable by the user
and can include the make and model of the camera or phone used to take the picture, the date and time the picture was

taken, and, in some cases, the GPS coordinates where the picture was taken.

Before we begin you are going to need to know which image or images you want to examine. You may need to write
down the file name and or the image name so you can come back to it later. The file the iPhone Backup Extractor saved
the images to should will be named Media. Inside the Media file will be another Media file containing yet another folder
named DCIM. DCIM stands for Digital Camera IMage and, depending on how many pictures your target took, will likely
contain a number of other files labeled 100Apple, 101Apple, 102Apple, etc. These files are arranged chronologically so
the file folder with the highest number will contain the most recent images. An easy way to scan all of the images in a
folder is to select View at the top of the screen and then Film Strip. This will allow you to easily view all of the images in

a folder and quickly identify any which need further investigating.
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Favorites Tools He
b

Toolbars
Status Bar
Explorer Bar 3

Thumbnails
Tiles

Icons

List

Details

Arrange Icons by 4

Choose Details...
Customize This Folder...

GoTo 3
Refresh

In order to view the EXIF data we are going to need to install yet another free software program. There are a number of
EXIF reader programs available for free on the internet but the one | like using most is Opanda iExif which can be

downloaded from http://www.opanda.com/en/iexif/. After installing the program double click the new icon on your

desktop to open it. You should see this screen:

[ ——————————————
SPANDA IEXIF 2 -0Ox

!ﬁg’ @. Summary | 2% EXIF | GPS | IPTC] 3 open | Save 2 Edit [T Options (@) Quick Mode

Entry Value Tag  Type

% Copyright{C) 2003-2005 OPANDA Studio, All rights reserved

Select Open from the top of the Opanda program and navigate to the folder where you extracted the pictures to. When
you have found the picture you are interested in click on it and Open it in Opanda. You should see a screen similar to

this:
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@PANDA IEXIF 2

.ﬁa’ @, Summary | S EXF | GPS | IPTC] . Open | Save 2% Edit [ Options (@) Quick Mode...
Entry Value Tag  Type
@ Image
Iake 010F A
IModel 0110 A
X Resolution 0114 R
Y Resolution 011B R
— Resolution Unit 0128 s
ES Software MM A
E‘_‘%‘;imﬁéms . Date Time 2010-07-23 15:40:02 0132 A
Settings! YChCrPositioning  centered 0213 =
\DesktopiTunes Exif IFD Pointer Offset 216 8760 L
Ealcc:tup - GPS Infa IFD Painter Offset 446 8825 L
1;~$F[']|_BEE”|?1I3]EEI137§3|F[]3 hanz o A2 | S
A403 0 A403 S
B0 camera
F Mumber Fz28 829D R
Exposure Program  Mormal program 8822 =
Exif Version Version 2.21 9000 U
Date Time Qriginal  2010-07-23 15:49:02 an03 A
Date Time Digitized 2010-07-23 15:49:02 a004 A
Compoenents Conf.. YCher 9101 u

The data displayed on the right side of the screen includes some of the information we are looking for. In this example

you can see the type of phone the image was taken on and the date and time it was taken. There is also additional data

about the image but most of it is not really important at this point.

However, there is additional information contained in this image, specifically GPS coordinates where the picture was

taken. Before we proceed you need to be aware of a couple of things. In order for GPS to be accurate, the Apple device

must have the GPS feature enabled on it. Sometimes suspects turn this off. You should also know that in order for GPS

to work accurately, the iPhone, iPad, or iPod Touch must be able to communicate with at least three satellites in orbit

above the Earth. Sometimes, there are environmental factors which prevent the device from communicating with the

GPS satellites which can lead to a lack of information or inaccurate positioning information. Remember, the GPS data

can sometimes be off by a considerable degree.

In this example we can see the GPS data by clicking on the GPS button at the top of the Opanda software. If there is GPS

data embedded within the image file it should appear something similar to this:
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B2 EXIF I Options &) Quick Mode...

Entry Value Tag Type
@ cPs
GPS Latitude Ref  North latitude 0001 A
GPS Latitude 37°41.55' ooz R
GPS Longitude Ref  West longitude 000z A
GPS Longitude 122°5.29' 0004 R
— GPS Aftitude Ref  Sea level 0008 B
GPS Altitude 35m 0008 R
GPS Time Stamp  15:42:00 UTC 0007 R
GPS DOP 3 000B R

Opanda has made it very easy for us to view the location using Google Maps. Simply click the right mouse button over

the latitude or longitude and scroll down to Locate Spot on Map by GPS.

‘Entrp - Value Tag  Type
GPS
GPS Latitude Ref  North lafitude 0001 A

GPS Latitude m

apy

GPS Longitude Ref  Westlongitud| ooy A

3PS Longitude 1227529 Copy Al R

GPS Altitude Ref  Sea level B

PSS Altitude 35m Select Al R
X Invert Select

GP3 Time Stamp 15:49:00 UTC R

GPSDOP 3 R

Expart EXIF dats as...

About Opanda IExif,..

If you are connected to the internet this will automatically take you to the location on Google Maps, like so:
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In this example the GPS coordinates are literally within feet of where the picture was actually taken from. Just
remember not every GPS reading is going to be as accurate. | have seen GPS information taken from cellular phone

pictures be off by as much as 1/2 mile.

One of the most common excuses suspects use for having pictures on their phone that they are not supposed to have is
that the message was sent to them from a friend via text message (known as MMS or Multi-Media Message Service) or
e-mail. Photos sent to an Apple device are stored in a different location than the DCIM folder. To find images which
were sent via text message we need to look in a different place. In the Media folder where we found the Media

subfolder and the DCIM files is another folder labeled Library.

Backup details
#-[ ]} Application
[] " keychain-2.db
H-[] ). Library
#-[ |}, Managed Preferences
H-[] ) Media
[] = ocspcache.sglted
+-[ ]| Preferences
[J| " TrustStore sqlite3
3 of 75596 files selected Extract selected ] [ Simple mode ]
v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this
application is subject to our terms, see
iphonebackupexractor.com.

By clicking on the Library folder we will drill down through folders named SMS (this means you are in the right place-
SMS stands for Short Message Service, another name for text messages) and then a folder named Parts. Inside the Parts
folder may be a number of subfolders. Each subfolder contains one or more media files, including pictures, which were
sent or received as an attachment to a text message. Photos received via text message are downloaded to a different
file. Depending on the operating system used by the Apple device received photos can either be found by entering the
Expert Mode and clicking Media, then PhotoData, and then 100Apple or by drilling down through Expert Mode to
Media to PhotoData, to MetaData to DCIM to 100Apple. Older operating systems lump photos received or sent from

incoming and outgoing messages into the Parts file listed above.

Cell Phone Investigations™ by Aaron Edens| © Police Technical 2012 Page 71



Backup details

[ Application -~
] keychain-2db
[Jik Library
[} MWanaged Prefersnces
=1} Media
]} Lbrary
=2-1) Media
O) oo
[]}. Recondings
[ ocspcache.sglited
[} FPreferences 3
1 T ik Chmrm mmlib =D
3 of 7,556 files selected Extract selected l [ Simple mode ]

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to ourterms, see

iphonebackupextractor.com.

Here's the bad news. The EXIF data is partially removed from the picture when it is sent from one phone to another.
For some reason Opanda and other software are not able to read the EXIF data from these images. You will have to
right click on the image and select Properties in order to see that data the image was modified. Unfortunately, this may

or may not be the date the picture was taken.
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Expert Mode

Expert mode scares a lot of investigators from looking at the data. But there can be some important clues hiding in
those files and we are going to find them. The files obtained using the iPhone Backup Extractor are not the full
applications themselves, that would take up a lot of room and could possibly take hours to download. Instead, the
recovered files contain the information stored inside the application or program. For example the data stored by the
Angry Birds application contains the levels completed, scores, and achievements-not the actual files needed to play the
game. Examining the information contained within the applications can be a real eye opener but you need to know

what applications to spend time researching and investigating.

The first step is the enter Expert Mode and then select the + symbol located next to Applications. This will populate a

tree of every installed application.

e
50 -
.org pbs pbsphotofactony
B3BGUTFATZ us pandav iBARTLive
com. Jdmagichox. AlpineCrawler
com. 3dmagichox AntWars

com adobe P SMobile
com aflesoft WordedPro

o
Hooooo

Each application is listed by their domain first (such as .com or .org) and then the developer's name followed by the
name of the application. Pay attention to the application names and either check them in Google or from the iTunes

store to see exactly what it does.

Backup details
com collect 3 picturesafe ‘—N

com.cramzy.quotes

com donutgames cavebowling
com dotmatrix kilaton
com.e2ndesign. TPremium2
com.ebay.iphone

com esenmachine scoops

com esenmaching. SkyBurger
com estellatouch. DeadMansDice
com evemote iPhone.Evemote

com fastcase Fastoase
e Emm] L imimiem e

4 of 7,556 files selected Extract selected l ’ Simple mode ]

B R B R B e
00000000000

W

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to ourtems, ses

iphonebackupextractor.com.

In this example we can see that PictureSafe is a password protected application for storing images.
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If you find a suspicious application you can click on the + symbol next to it to expand the sub tree and see what

App Store » Ulilities » colleci3

Category: Utiities
Updated: Nov 02, 2011
28

2

Language: Engish
Seller: David Fumberger

Picture Safe (HiDef) -No#1 Privacy App.

Description

*xx%% The alltime bestselling privacy app on ITunes with 2 MILLION+ users. xs#*

collect3 Web Site > Picture Safe (HiDef) -No#1 Privacy App. Support »

What's New in Version 2.8

+ MEW Advanced Security Alerts
GPS Iocation and photograph of would be Intruders captured and emailed to you
 NEW Password Reminder via email

information is contained in the file. In this example you can see there are a number of .JPG files which are usually

pictures or graphics files.

iphonebackupextractor.com.

Backup details

[k com clickgamer. AngryBirds A
-]} com.collectd picturesafe

[ iTunesArtwork
[ iTunesMetadata plist

2-[J} Lbrary
=] |. com.collect3 picturesafe
10jpa
104jpg
105 jpg
[ 108 jpg
109jpg
= 110 imm bt
1659 of 7596 fles sslected | Eract selected | [ Simplemods |
v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this
application is subject to ourtems, see

One of the nice things about using the Expert Mode is that you are able to access the underlying information used by the

application without activating the application itself. In this case, if you were to look at the actual phone you might not

find the suspicious application because it has a feature which allows the user to conceal the application as something

innocuous and non-threatening. Even if you did locate the application, it is protected by a password which our little

darling might not be willing to give up. Placing a check box in the file above the .JPG picture files will select all files

contained in the sub tree. Unfortunately, some sophisticated security applications will actually encrypt the data and it

may be impossible to recover but in this case it is possible to obtain the images. They can be copied to your desktop file

folder by pressing the Extract Selected button. Similar to retrieving photos, this process can take a while. The iPhone

Backup Extractor will display green boxes over the icon on the screen of the phone in the main window to show you the

progress it is making.
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Backup details

The 1,659 selected files are being restored:

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this
application is subject to ourtemns, see
iphonebackupextractor.com.

There is some EXIF data contained in the images which can be accessed using the techniques discussed in the Photos

section.
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PLISTSs, DATSs, and DBs

The Expert Mode in the iPhone Backup Extractor allows you to search for an recover an amazing amount of information
which has been stored in your target's phone. These files are stored in three main types of database files which requires
specialized tools to read. In addition to the free tools you are going to need a lot of patience, a little bit of comfort
dealing with computers, and an inquisitive mind. The three main file types you will encounter while snooping in Expert

Mode are:

PLIST-Stands for property list files which are used to store serialized data including a user settings. To read these files

you will need to first download a plist editor from http://www.icopybot.com/plist-editor.htm.

Backup details

[Jil Cookies A
[J| Datafocess
O Keyboard
[ dynamictext.dat
#-[] ) Logs
+ D Mail
CHIINY Vaps
[ .dat03de.002
History plist
i ]| ' Maplcon.png
[J = SearchResults.dat

T Blmbmilm lom b =l mdim om

5 of 7,536 files selected Edract selected l [ Simple mode ]

1]

b

v4 0.1, Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to our terms, see

iphonebackupextractor. com.

An example of information you can view from a plist database is the information contained in Library and then Maps.
Using the plist editor you will be able to view recent queries into Apple's mapping application. The results will show you
the destination location the user queried. Export the Map file from within Expert Mode by selecting the History.plist
file. There should be a green check mark next to the box. Export the file to your Desktop folder. Open the plist editor
and select Open from the File menu. Navigate to where you exported the History.plist file, select it, and press Open.

The destination addresses will be listed in plain text.

2! History - plist Editor for Windows
File Edit View Help

EEH s+ BB S 7.

[ XML View
Z88
287 =
2gg 0IEFZZagBhpHSEbAEBmulk
283
290
291
232 =
93 isplayQuery</key>
94 < >Pacheco family dentistry</string>
85 <k zsMultiplelocations</key>
298 <
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You can also use the plist editor to view files such as Internet browsing history, Internet bookmarks, and Internet Cache
files. From the Expert Mode select Library and then Safari (Apple's Internet browser.) This will automatically select the
plist files below. View them in the plist editor and you will be able to see your targets Internet browsing history and

bookmarks.

Backup details

MobileIngtallation ~
Notes
Preferences
Remote Notification
Safari
Bookmarks plist
History plist
SuspendState plist
]} SMs
[k Voicemai
O WebKt

Mmimmmm o Do mem immmm

[ s o s B

JO0O000O

w

:|+++

Jof 7,

en

36 files selected Exract selected l [ Simple mode ]

v4.0.1. Copyright 2008-2011 Reincubate Ltd. Use of this

application is subject to our terms, see

iphonebackupextractor.com.

1 Bookmarks - plist Editor for Windows
Flle Edit View Help
FH iR S 7.
5 XML view

ITF-8" 7>
&//DTD BLIST 1.0//EN" "http://www.spple.com/DIDs/Fropertylist-1.0.dtd">

DAT-A DOS operating system database file. DAT databases can be difficult to view. The simplest method is to open the
file using Windows Notepad (you can usually find it by pressing the Start button and then Accessories and then

Notepad) and then copying the information from the Notepad into Windows Excel or a similar spreadsheet program.

| don't know why but if you try and open the file using Excel directly it does not seem to work as well. An example of
information viewable using this technique can be found by navigating to the Library in Expert Mode, selecting Keyboard,
and then selecting the file which reads dynamic-text.dat. This file contains information from the custom dictionary of
your target's phone and has snippets of conversations they may have had via text message or email. A word of caution:
there is no context for this information and there are no dates and times associated with the information. However,

some pieces of conversation can be especially useful even without context or dates and times.
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DB-A SQLite database file. In order to view these database files you will need yet another software program available at
http://sourceforge.net/projects/sqlitebrowser/files/latest/download. Most of the files viewable using the sqlite
browser are recovered by the iPhone Backup Extractor but it's nice to have a backup in case you find an interesting file

using the Expert Mode.

= 5QLite Database Browser (=]
Fie Edit View Help

D> B oo ?

Database Structure Browse Data Execute SQL

Name | Obiect | Tvpe | Schema

A note about Apple and times. You may note there are not very many dates and times listed in some of the database
files. Instead you will probably see what appear to be random, nonsensical numbers such as 363321407.4. Thisisa
representation of an epoch which is an instant in time chosen as the origin of a particular era. The "epoch" serves as a
reference point from which time is measured. In computing, most systems use an epoch date of 1/1/1970, commonly
called UNIX time and the number 363321407.4 is a representation of the number of seconds since epoch of UNIX time.
Unfortunately, Apple had to be different and they programmed their systems using an epoch of 1/1/2001 to
commemorate the release of Mac OS X 10.0. This makes most of the online time calculators ineffective because they
are based off the UNIX epoch of 1/1/1970 and not 1/1/2001. The simplest way to calculate the date based off Apple's
epoch is to go to the website Wolframalpha.com. Wolfram Alpha is sort of like Google but on steroids, lots and lots of
steroids. It is designed to handle scientific calculations and complex problems using simple commands. Fortunately, you

can enter the date 1/1/2001 plus 363321407 seconds and it will return the appropriate date of 7/7/2012.
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3 WolframAlpha i

1/1/2001 plus 363321407 seconds =] |
[ Tl © Rl == Rl g = Examples 22 Random
Assuming "1/1/2001" is a date | Use as referring to math instead

Input interpretation:

Monday, January 1, 2001 + 363 321407 seconds

Result:

Saturday, July 7, 2012
QI *AG <
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Recovering Deleted Content from Flash Memory Devices

Flash Memory Devices

SanDiskr
E treme

CompactFlash® : = | [

3OMB/s | 4GB
32¢B

Samisk

| Samisk

Cell Phone Investigations

Flash memory is commonly used as storage media for cameras and cellular phones. It does not need to be connected to
a power source in order to maintain stored data. Flash memory is extremely durable and can survive prolonged
immersion in water, exposure to heat/fire, and survive explosions.

Evidence recovery from flash media which may be part of an investigation involving a cellular phone should be done by a
forensic examiner. If an examiner is not available, an investigator should use forensically sound techniques including
using a write-blocked card reader and software which has been tested and found to work.

Write block card readers include the product distributed by Digital Intelligence and free software can be found in the
Test Disk/PhotoRec group of tools.
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Using TestDisk to Recovery Deleted Content from Flash Memory

Download and install PhotoRec from www.cgsecurity.org

b

Open File - Security Warning @

& Login/ create account &

° Page Read View source [Co

Y TestDisk

E english version I chinese version [l devtsche Vesion
portugués Jif Pyceken sepcia . Tiifkge versiyonu

version espafiol I I version francaise |0 %2/ " versione italiana gy wersja polsie. I versio

Forum

Forum Latest stable version m

o TestDisk, Data Recovery 9.13 )
Data Recovery \ ovembre 18, 2011

TestDisk

PhotoRec : .

e TestDisk e is OpenSource software and is licensed under the terms of the GNU General Public License & (GPL v2+)

ownloa

TestDisk is powerful free data recovery software! It was primarily designed to help recover lost partitions and/or make non-booting disks
bootable again when these symptoms are caused by faulfy software, certain types of viruses or human error (such as accidentally deleting

Passwordrecovery a Partition Table). Parttion table recovery using TestDisk is really easy.

CmosPwd TestDisk can

g o Fix parttion table, recover deleted partition

N ot o Recover FAT32 boot sector from its backup
+ Rebuild FAT12/FAT16/FAT32 boot sector

Security o Fix FAT tables

The publisher could not be verified. Are you sure you want to
run this software?

ﬁ Name: photorec_win.exe
- Publisher: Unknown Publisher
Type: Application
From: C:\Documents and Settings\aaron.edens\Desktopt...

[ Run ][ Cancel ]

Always ask before opening this file

publisher. You should only run software from publishers you trust.

@ This file does not have a valid digital signature that verifies its
How can | decide what software to run?
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Once installed select the win (Windows) folder

= tostdisk-6,11.3
Fle Et Vew Favorkes

Fie and folder Tasks

] Rocme this folder
Gy Mov this foidm
0) Copry this toider

Publish thes folder to the
ow«b

b D this foider
£ Cmad thes fokder's Hles
I Deiete thes fokdar

Other Maces

) testdnké31 Jwn
L) My Documents
g My Computer
Q My Notwork Paces

Tooks  Melp
QM-Q-’ ) sewrch | Foders (T3]

Addess L) CDoouments and Settingslsaron. adens\Desktopitestdek-6,11. Lwinitestdek-6.11.3

Once the win folder is opened you should see files similar to the following. Double clicking photorec_win will launch the

program but there you must create folders to receive the data before running the program.

File Edit View Favorites

Tools

Help

eBack - @ - l‘.’i ):) Search [{: Folders v

Address | () C:\Documents and Settingsaaran.edens|Desktopitestdisk-6.11.3.win\testdisk-6.11. 3\win

File and Folder Tasks

(2 Make & new folder
€N Publish this folder to the
Web

ka? Share this folder

Other Places

) testdisk-6.11.3
() My Documents

i My Computer

N3 My Network Places

Details

8«

I
P testdisk_win

=

c [l;, plugins

cygwint.dll
1005,25,0.0 photorec_win
Cygwin® POSIX Emulation DLL

readme
Text Document
1KB

phatorec_win.exe.manifest
MANIFEST File
1KB

testdisk_win.exe.manifest
MANIFEST File
1KB

[ (T
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Within the PhotoRec folder, right click your mouse button and create two new folders; one for Files (those which are

visible) and one for Recovered Deleted files.

& win
File Edit View Favorites Tools Help
y:
O Back ‘i) - ? / Search Folders Ev
Address |1 C:\Documents and Settings\aaron.edens\Desktopitestdisk-6.11.3,win\testdisk-6.11.3\win v a Go
File and Folder Tasks R /’ plugins
Ej Rename this file
Ay Move this file
C file §
&) Publish this file to the Web Z
p= - | readme
= E-mail this file Taxt DacUmant
¥ Delete this file
. = testdisk_win,exe.manifest
Other Places A ! i
) testdisk-6.11.3
(L} My Documents Recovered Deleted EEE—
_e My Computer

%J My Network Places
=

Details

Once the files have been created and labeled, double click the photorec_win icon to launch the software
take very long for the software to detect the card reader.

0, C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.wi

PhotoRec 6.11.3, Data Recovery Utility, May 2009
hristophe GRENIER <grenierfcgsecurity.org>
http://wuuw.cgsecurity.oryg

Disk identification, please wait...

. It should not
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In most cases when using Photorec you can accept the default choices. However, in this screen it is important to
navigate to the card reader using the arrow keys. Select the card reader and press Enter to Proceed.

0] C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.win\tes

PhotoRec 6.11.3, Data Recovery Utility, May 2009
hristophe GRENIER <grenierfcgsecurity.org>>
http://uwu.cgsecurity.ory

PhotoRec is free software, and
omes with ABSOLUTELY NO WARRANTY.

Select a media (use Arrow keys, then press Enter):
Disk /dev/sda — 250 GB ~ 232 GiB (RO)> - UWDC WD2560AAJS-75MAH

Disk /dev/sdb — 15 GB ~ 14 GiB (RO> — USB 2.8 SD MMC Reader
Drive I: — 299 GB / 279 GiB (RO

Drive T: — 143 GB / 134 GiB (RO

il] [ Quit 1]

Disk capacity must he correctly detected for a successful r{
If a disk listed abhove has incorrect size, check HD jumper ;
detection, and install the latest 0S patches and disk drive

Select the default options by pressing Enter.

() C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.win\test

PhotoRec 6.11.3, Data Recovery Utility, May 2609
Christophe GRENIER {grenierfcgsecurity.org>
http://wuu.cgsecurity.ory

Disk /dev/sdbh - 15 GB / 14 GiB (R0O> - USB 2.8 SD MMC Reader

Please select the partition table type, press Enter when done.
[BTTTYEE] Intel/PC partition
[EFI GPT1 EFI GPT partition map (Mac 1386, some x86_64...)
Apple partition map
Non partitioned media
Sun Solaris partition
#Box partition
Return to disk selectiong

Note: Do NOT select ’None’ for media with only a single partition. It’
rare for a drive to bhe ’Non—partitioned’.

Continue to accept the default selections by pressing Enter.
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gjj C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.win\testd|

PhotoRec 6.11.3, Data Recovery Utility, May 2069
Christophe GRENIER <grenierfcgsecurity.org’>
http://wuu.cgsecurity.org

Disk sdev/sdb — 15 GB ~ 14 GiB (RO> — USB 2.8 SD MMC Reader

Partition Start End Size in s

o partition 8 6 1 1938 93 11 3113984
1 P FAT32 LBA 9138 3 1938 93 11 3113164

(TS [Options 1 [File Optl [ Quit 1
Start file recover

0, C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.wi
PhotoRec 6.11.3,. Data Recovery Utility, May 2069

Christophe GRENIER <{grenierfcgsecurity.org>>
http://uuwu.cgsecurity.oryg

1 P FAT32 LBA 6138 3 1938 93 11 3

To recover lost files, PhotoRec need to know the filesy
ile were stored:

[ ext2/ext3 1 ext2/ext3/ext4 filesystem

[ Other i] FAT/NTFS/HFS+/ReiserFS/..._

This is the screen where you need to make a decision. You can opt to recover the files from Free which is where deleted
content lives or you can select Whole. Many investigators opt to run the program twice, once for the Whole partition
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and once for Free. This allows the investigator to differentiate between deleted content and that which is undeleted.
Use the up/down arrow keys and press Enter.

[0, C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.win\testdish

PhotoRec 6.11.3, Data Recovery Utility,. May 2009
Christophe GRENIER <grenierlcgsecurity.org>
http://uwu.cgsecurity.ory

1 P FAT32 LBA 8138 3 1938 93 11 31131648

Please choose if all space need to be analysed:
Scan for file from FAT32 unallocated space only
L Whole ] Extract files from whole partition

Depending on which files you are after, you must choose where to direct the software to place the recovered files.
Using the up/down arrow keys select the destination based on the files you wish to recover. If you want to recover
deleted content navigate to the Recovered Deleted folder you created earlier.
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[0] C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.win\test
PhotoRec 6.11.3, Data Recovery Utility, May 2009

Christophe GRENIER {grenierfcgsecurity.org>
http://www.cgsecurity.oryg

Do you want to save recovered files in c:\Documents and Settings\aaro
\Desktop\testdisk-6.11.3.win\testdisk-6.11.3\win ? [¥Y/N]

Do not choose to write the files to the same partition they were stor

To select another directory, use the arrow keys.

401 a

401 a

401 a

%]

a

6-Aug-2012
2-Jun-2010

2-Jun-20108
A 2-Jun-2010
1872884 2-Jun-2018
40968 6-Aug-2012
411648 2-Jun-2010
538 2-Jun-2010

695 2-Jun-2010
379392 2-Jun-2018
522 2-Jun-2010

#8:59 .

K H

Recovered Deleted
c

plugins
cygwinl.dll
photorec.ses
photorec_win.
photorec_win.
readme.txt
testdisk_win.
testdisk_win.

Select Y (for Yes) and the recovery process will begin.

[} C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11. 3, win\testdisk-6.1

PhotoRec 6.11.3, Data Recovery Utility, May 2089
Christophe GRENIER {grenierfcgsecurity.org>
http://uuw.cgsecurity.ory

Do you want to save recovered files in c:\Documents and Settings\aaron.edens\
N\Desktop\testdisk-6.11.3.uvin\testdisk-6.11.3\win\Recovered Deleted ? [Y¥/N]
Do not choose to write the files to the same partition they were stored on.

To select another directory, use the arrow keys.

461 @ 6-Aug-20012 @8:56 .
401 @ 6-Aug-2012 B8:59 ..

Depending on the size of the flash memory device you are examining the resulting process can take a bit of time. The
software will display the number and types of files recovered, as well as, how long the program has been running and an

estimated time to completely examine the media. Be patient.
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{®) C:\Documents and Settings\aaron.edens\Desktop\testdisk-6.11.3.wi

PhotoRec 6.11.3, Data Recovery Utility, May 2009
Christophe GRENIER <grenierlcgsecurity.org>
http://uuww.cgsecurity.oryg

Disk /dev/sdb — 15 GB ~ 14 GiB (R0O> — USB 2.8 SD MMC Res
Partition Start End Sizd
1 P FAT32 LBA 8138 3 1938 93 11 3

747 files saved in /cygdrive/c/Documents and Settings/ag
Recovery completed.

392 recovered

188 recovered
jpg: 114 recovered
png: 68 recovered
tx?: 1 recovered

Once the software is finished, the recovered files will be in the folder you selected.
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File Edit View Favorites Tools Help

cBack - @ v \} pSearch [ Folders v

1) C:\Documents and Settingsiaaron.edensiDesktopitestdisk-6.11.3.win\testdisk-6.11,3\win

/
y
/

File and Folder Tasks

B
-

®f} Rename this folder

[ Move this folder P cygwint.dl
: 35 1005.25.0.0
[} Copy this folder X

Cygwin® POSI¥ Emulation DLL
e Publish this folder to the
Web

fd Share this folder
(Z) E-mail this folder's files
¥ Delete this folder

o photorec_win.exe.manifest =
'3& MANIFEST File =
1 KB =

]&r?; testdisk_win

’l/V’ Files

Other Places

) testdisk-6.11.3
() My Documents

i My Computer

&g My Network Places

Details

8@

plugins

® photorec_win

readme
Text Document
1KB

testdisk_win.exe.manifest
MANIFEST File

1KB

The software automatically breaks up the data in sub-directory folders. You will need to examine each folder separately

to view the recovered files.

& Recovered Deleted

File  Edit

e Back ~ \4)

View Favorites Tools Help

" /‘:) Search || Folders v

w

Address |[5) C:\Documents and Settingsiaaron.edens\Desktopitestdisk-6.11,3.winitestdisk-6.11.3\win\Recovered Deleted

leo

File and Folder Tasks

() Make a new folder

& Publish this folder to the
‘Web

k4 Share this Folder

a—

o S /
“) recup_dir. 1 ‘l‘”/l recup_dir.2
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Keep in mind there are many different types of files stored on flash memory, particularly those used in cellular phones.
In addition to pictures and videos, you will also be able to see information, such as graphics, of visited web pages and
other data artifacts.

® recup_din. 1
Flo Edt Yew Favortes Tooks Heb ¥

Otk = ) (T D sewch [ rodes [3)-
Addess |0 CriDocuments and Settings\aaron. adensiDesktopitestdek-6, 11,3 mn\testdek-6, 11 MwiniRecoverad Dalstedyrecup_de. | v -Go
~

® © © -
1 Vv s 5 hde show ;

#) Order prints orine
ﬁ Prick puctures

13152 0136320 FO126448 o152
&) Copy ol kems to CO
Fide and Folder Tasks

Emad this A 40 del 100 us
) Maka & rew fokder
D Publed thes folder to the
W

ol Share this folder 0136576 0137008 17152 fo137216
Other Places : t}
) Recovered Deleted A3 10 Ont o us Emad this A 40 del 0 us
3§ My Pxtures
§ My Comourer
N My Network Places 0137280 fo40832 fo2e0ess foa41024

Emad tris

0)
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Police Technical National Courses

Cell Phone Investigations

Data from cell phones. Simply the most comprehensive course on cell phone examination and investigations.
From the handset to the tower to the phone company to the courtroom.

Craigslist Investigations

Methods and tools for successful Craigslist investigations. Case examples include property related crimes, drug
investigations, prostitution, and enticement of juveniles.

Digital Forensics and Evidence Handling

Data from devices. How the process works, how to handle digital evidence, what not to do, how to win in
court, future directions, and building on your own in-house lab.

Excel® for Public Safety

Harnessing the power of Microsoft Excel® to better manage data and improve investigations.
Telephone tolls, financials, arrest stats, fugitive lists and calls for service analyzed with a few clicks.

PowerPoint® for Public Safety

Designed to assist all personnel become more efficient and proficient with PowerPoint®
Faster development, internet videos, E911 audio, Splash Screens® and custom animation.

Social Media Methods

Designed to help departments and their personnel utilize social media effectively to manage their online
presence; a prerequisite for any online investigation.

Bring a POLICE TECHNICAL class to your agency

PoLICE TECHNICAL has provided technical training to law enforcement since 1998

In-Service Training

An In-Service is the fastest, most cost effective way to provide technical training to your personnel.

We typically provide 2 days of training for up to 40 people at your facility.

rd
An optional 3 day of training for most classes offers students more hands-on time with the instructor.

Simplified pricing includes all expenses: Instructor fees, meals, travel, lodging, and training materials.

Contact our office for rates and scheduling:
812.232.4200 or at info@policetechnical.com
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